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Cyber Division
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FBI
FBI
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FBI
FBI 567
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FBI 56
cyber squads

1 https://www.justice.gov/criminal-ccips 2023 2 22
2 FBI https://www.fbi.gov/investigate/cyber 2023 2 22
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08/pdf/97-26660.pdf 2023 2 22
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24
8 FBI https://www.fbi.gov/investigate/cyber 2023 2 22
° FBI The Cyber Action Team: Rapidly Responding to Major Computer Intrusions 2015 3
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Computer Forensics Unit CFU

14 FBI https://www.fbi.gov/investigate/cyber; https://www.fbi.gov/investigate/cyber/national-cyber-
investigative-joint-task-force 2023 2 22
15
16 Boston25 News A look inside the FBI’s high-tech lab of digital and computer crimefighting 2021 8
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18 ; Federal Rule of Criminal Procedure 4.1
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36 2020 2020 12 31 https://www.uscourts.gov/statistics-

reports/wiretap-report-2021; https://www.uscourts.gov/statistics/table/wire-4/wiretap/2021/12/31;
https://www.uscourts.govi/statistics/table/wire-6/wiretap/2021/12/31 2023 2 22

87 Cybersecurity Unit Legal Considerations when Gathering Online Cyber Threat Intelligence

and Purchasing Data from Illicit Sources 2020 2 P7 https://www.justice.gov/criminal-
ccips/page/file/1252341/download 2023 2 22
38 Prosecuting Computer Crimes p. 135 https://www.justice.gov/criminal/file/442156/download

2023 2 22
39

40 2006 3 28 https://www.justice.gov/archive/criminal/cybercrime/press-
releases/2006/operationRollingStoneArrest.pdf 2023 2 22

4 2006 3 28
https://www.secretservice.gov/press/releases/2006/03/united-states-secret-services-operation-rolling-stone-nets-
multiple-arrests 2023 2 22

42 FBI 2009 9 2
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45 2021 6 7 https://www.justice.gov/opa/pr/department-justice-seizes-23-million-

cryptocurrency-paid-ransomware-extortionists-darkside 2023 2 22
46

47 The Attorney General's Guidelines for Domestic FBI Operations 2008 9 29
V  C.OTHERWISE ILLEGAL ACTIVITY 3 p.33 https://www.justice.gov/archive/opa/docs/quidelines.pdf
2023 2 22

12


https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-ransomware-extortionists-darkside
https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-ransomware-extortionists-darkside
https://www.justice.gov/archive/opa/docs/guidelines.pdf
https://www.justice.gov/archive/opa/docs/guidelines.pdf

FBI

Emotet IP
Emotet Emotet
48 49
FBI PC PC
FBI
50
FBI
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16 700 800
8
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180
52180
48 EUTOPOL 2021 1 27 https://www.europol.europa.eu/media-

press/newsroom/news/world%e2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action 2023
2 22

4 2021 1 28 https://www.justice.gov/opa/pr/emotet-botnet-disrupted-international-
cyber-operation 2023 2 22

50 Electronic Frontier Foudation New FBI Documents Provide Details on Government’s
Surveillance Spyware 2011 4 29 https://www.eff.org/deeplinks/2011/04/new-fbi-documents-show-
depth-government 2023 2 22

51 FBI 2021 6 8 https://www.fbi.gov/news/stories/fbi-global-partners-announce-results-of-
operation-trojan-shield-060821; EUROPOL https://www.europol.europa.eu/media-

press/newsroom/news/800-criminals-arrested-in-biggest-ever-law-enforcement-operation-against-encrypted-
communication 2023 2 22

52 2703  (a)(b) https://www.govinfo.gov/content/pkg/USCODE-2010-title18/html/USCODE-2010-
title18-partl-chap121.htm 2023 2 22
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Infrastructure Security Agency CISA
61 62

s 72
s 24
63
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FBI
2013
64 2014 7
2
65

58
59 https://www.congress.gov/bill/117th-congress/house-bill/5440;

https://www.congress.gov/117/bills/hr5440/BILLS-117hr5440ih.pdf 2023 2 22
60 https://www.congress.gov/bill/117th-congress/senate-
bill/2875/text 2023 2 22
61 CISA https://www.cisa.gov/circia; ~ Sharing Cyber Event Information Fact Sheet 2022 4

https://www.cisa.qov/sites/default/files/publications/CIRCIA 07.21.2022 Factsheet FINAL 508%20c.pdf
2023 2 22

62 2232
63 2240 (6)
64 2 2016 7 14 United States v. Microsoft Corp., 829 F.3d 197 (2nd Cir.
2018)  https://www.justice.gov/archives/opa/blog-entry/file/937006/download 2023 2 22
65 Government of Ireland, European MEP file amicus briefs in New York privacy case

2014 12 23 https://blogs.microsoft.com/on-the-issues/2014/12/23/government-ireland-european-mep-

file-amicus-briefs-new-york-privacy-case/ 2023 2 22
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2 12 25
https://www.gender.go.jp/about_danjo/basic_plans/5th/pdf/yougo.pdf;

https://tokyorainbowpride.org/learn/lgbta/ 2023 2 24

8 ACLU The Cloud Act Is a Dangerous Piece of Legislation 2018 3 13

https://www.aclu.org/blog/privacy-technology/internet-privacy/cloud-act-dangerous-piece-legislation 2023 2
22
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n https://www.nationalcrimeagency.gov.uk/what-we-do/how-we-

work/investigating-and-disrupting-the-highest-risk-serious-and-organised-criminals 2023 2 22

n Annual Report and Accounts 2021- 2022 2022

https://www.nationalcrimeagency.gov.uk/who-we-are/publications/606-national-crime-agency-annual-report-2021-

2022/file 2023 2 22

2 https://www.nationalcrimeagency.gov.uk/who-we-are/our-leadership 2023 2
22

& https://www.nationalcrimeagency.gov.uk/what-we-do/how-we-

work/investigating-and-disrupting-the-highest-risk-serious-and-organised-criminals; HMICFRS

https://www.justiceinspectorates.gov.uk/hmicfrs/publication-html/regional-organised-crime-units-effectiveness/
2023 2 22
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2020 The Criminal Procedure Rules 2020 '8
Criminal Procedure Rules Committee Ministry of
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79
4 NCSC https://www.ncsc.gov.uk/information/about-the-ncsc 2023 2 22
> HMICFRS https://www.justiceinspectorates.gov.uk/hmicfrs/publication-html/inspection-of-
national-crime-agencys-crime-reduction-function/ 2023 2 22
6 FCN https://www.fcn.police.uk/who-we-are 2023 2 22
" FCN https://www.fcn.police.uk/about-us/our-governance  https://www.fcn.police.uk/who-we-are

2023 2 22
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contre les criminalités numériques C3N 12 44 56 2020
Institut
de recherche criminelle de la gendarmerie nationale (IRCGN)
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170 THE GENDARMERIE FACING CYBER THREATS
PRESENTATION OF THE COMCYBERGEND
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173 SLDC https://www.police-nationale.interieur.gouv.fr/Organisation/Direction-Centrale-

de-la-Police-Judiciaire/Lutte-contre-la-criminalite-organisee/Sous-direction-de-lutte-contre-la-cybercriminalite
2023 2 22
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nationale.interieur.gouv.fr/content/download/131878/1047654/file/Triptyque SDLC.pdf 2023 2 22

47


https://www.police-nationale.interieur.gouv.fr/Organisation/Direction-Centrale-de-la-Police-Judiciaire/Lutte-contre-la-criminalite-organisee/Sous-direction-de-lutte-contre-la-cybercriminalite
https://www.police-nationale.interieur.gouv.fr/Organisation/Direction-Centrale-de-la-Police-Judiciaire/Lutte-contre-la-criminalite-organisee/Sous-direction-de-lutte-contre-la-cybercriminalite
https://www.police-nationale.interieur.gouv.fr/content/download/131878/1047654/file/Triptyque_SDLC.pdf
https://www.police-nationale.interieur.gouv.fr/content/download/131878/1047654/file/Triptyque_SDLC.pdf

@ HAN—tFxa)T4ICET HHREREEIE S DHIHEIF DA

175

F 14 ISVRARYAN—EX 1T OBEREE

OCLCTIC
OCLCTIC
R)TLRELTH LTy DK
2.4.1(1) IRCGN
Division
Criminalistique Ingénierie et Numérique (DCIN)
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