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B BIRERIT~D T U ZHRERICE S @ISR A] (Federal Rule of Criminal Procedure) 5 4.1 5%
https://www.uscourts.govi/sites/default/files/federal_rules of criminal_procedure - december 2020 0.pdf (2023 4+
2 A 22 AM%E)

19 TR AL S 49 S(a)(3), (D)(2)

20 JEFR TR SRR 41 S

A Ky T v RIES 104 55, KEFES BE p.3, https://www.justice.gov/opa/press-
release/file/1153446/download (2022 £ 9 H 26 HEI%)

2 X7 70 NIEE 103 5:(b)

B BIEIRETEEE 121 5 2701~2713 5



https://www.uscourts.gov/sites/default/files/federal_rules_of_criminal_procedure_-_december_2020_0.pdf
https://www.justice.gov/opa/press-release/file/1153446/download
https://www.justice.gov/opa/press-release/file/1153446/download

119 8560%, IS (Mutual Legal Assistance Treaty (MLAT) ) 230 L 72 524,
THHARHEERE BT 2 A FHOMEIU T O LB TH 5,

K 6 REICH T FHRREEFICHTIBEFHROME

AT M

AEHLOD BR AR Bk - EEERCHIT N LT R E ST A, BE VAT AR
BIN TS 180 HLUWNDOAMXITEFHEDOHNEIZ O
T, BEFEE—EARVCEBIHFRLI Y — 2D T a1 &
—lzxt L, BR (38fh) Z2ZRTX 55,

- EIBERAEEY— A DT R, X — Tk L, EEEON
BORREERTE 5%,
HFEE Y — B A TERE A — 2D T a N &
—lzxf L, YUt — B 2 0F UIFIAE BT 2 5ok
ZOMONER GBENEEE LR OFREZERTE 57,

B AICK T 2E L | - EESEBIFORIRIC, YiZEOERXIIEEE TH 23K

AEMLOLR A « BIRELR F IR RE ORI RO R ZERTE 5%,

- TanNg XL, T A PRSI TV ST — NOFTTE
HIAKENSNTH D02 T, A LTV HlE, BRI
BT 2RO, Ny 7T v RZERTE 5%,

(2 YA N—ZER LDOBEEER

A EE# (United States Code) 55 18 #w 45 119 & [ & OVE 71815 O FFZ I ON M EH

1®%§J%2M1“®5wa\ﬁ%1i&woi&EWi%miT%kﬁméhfw
%o FEhEFAITEIBOMERBE CH S5 GES Rik MTEAEEE) LS T0d, 13—
FROMATHIBEERINTT 5 LEE SN TN DH728) 3L 32 38,

2 HIHREIT~DOe T U IRERIZE S,

B EERETLS 2703 Z:(a)

% JEEREIESS 2703 4:(b)

2 IR PRAEIEES 2703 4:(c)

28 JBIEIRETE 18 RS 2713 4=(c)(h); [FI45 119 B4 2523 4%; K7 5 7 FEEH 103 42(a)(1)

B k7T NESE 104 54

0 GAREEIES 18 HRA 119 FES 2511 5%
https://uscode.house.gov/view.xhtml?path=/prelim@title18/partl/chapter119&edition=prelim (2023 42 A 22 H
)

3L KETEEE Y = 7Y A I https://www.justice.gov/criminal-ccips/reporting-computer-internet-related-or-
intellectual-property-crime# (2023 4F 2 H 22 H %)

32 National Cybersecurity Alliance ™7 = 7% | https://staysafeonline.org/stay-safe-online/identity-theft-fraud-
cybercrime/reporting-cybercrime/ (2023 42 H 22 HEIE)

BKE—7 Ly hY—E A7 =7 A b https://www.secretservice.gov/investigation/cyber (2023 4E 2 H 22
H %)
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2L, BEEZIZOWTIE, AR, EhiOm UE-C BRI (proportionality) 3445 % )
ZL, DR CTEEMICIEESND Z L THEMATREE 725 (IEY 722 RICES FENEA S
D Z LT, WG ST IE AN RERLEE /) & FFD) %5,

2021 FFHERE (A N—FLFRITLR D= O EUIIEABE, A#R - NBE - - FH(E D=
B3 2 @M AR DEFHIEITILL T D LBV ThH 5%,

(Z

W

xR 7 REIZKITLHHK - OE - EFREOEZEMHR (2021 F)

HH 3k
TR 2,245 {1 (9 HiEFRHERS 1,102 11)
frsz sk | 1,750 £ (D HaEt &R 691 )

FHTWE (B7E8, Fax, IV Ea—X5) 1044 (5 HEikeRd 18 1)
- fRRERS 778 1

15H 8 1
- U LEOFBEOMAE DY 674 1 (5 HHHHER 224 14)

Q) ZDEHIDIEEFE

O REMAIL, A S—ZERIZEB VT i rT RS B Th 5, ERIRILIZZ < HIf)
FEZED LD EENDY,

WEOHEFE LTI, KE—I Ly b —ERADF T4 UFERE 2D 3% L (identity
theft, i AIEHRZ) FREZRICL7=7 1Y =7 b [Operation Rolling Stone] (23T, 2006
3 AICKEY—7 by b —EROAES AT PEBOWRE L FH LI b 0N d
540 4, F7o 2009 EICh . FBI Ak & WA THRER L MkEHE LT e Y27 b
[Operation Koala] (Z- DWW TR LTV 542,

% HAER DT DIZI SN D FB L MR - FIZROHIK & ORI A2 KD 2 FAIZ R T,

B HIRET~DOE T U U TRERICHES L,

3 HFRECHIFT 2020 AEIE1E EEAZ A # (2020 45 12 A 31 H) https://www.uscourts.gov/statistics-

reports/wiretap-report-2021; 5%k https://www.uscourts.gov/statistics/table/wire-4/wiretap/2021/12/31; %= F&

1 https://www.uscourts.gov/statistics/table/wire-6/wiretap/2021/12/31 (\ 9741 % 2023 42 A 22 ARE)

37 K[EF]VA4E Cybersecurity Unit Ja#: [Legal Considerations when Gathering Online Cyber Threat Intelligence

and Purchasing Data from Illicit Sources| (2020 4F- 2 A f}) P7 https://www.justice.gov/criminal-

ccips/page/file/1252341/download (2023 42 A 22 HR'E)

8 HERRELT [Prosecuting Computer Crimes | p. 135 https://www.justice.gov/criminal/file/442156/download
(2023 2 A 22 HBIE)

B HEIREIT~DOE T U T RERICHES L,

40 KIEFNEE L (2006 453 A 28 HfY) https://www.justice.gov/archive/criminal/cybercrime/press-

releases/2006/operationRollingStoneArrest.pdf (2023 452 A 22 H %)

HRE—2 Ly MY —E XA (2006 453 A 28 HAY)

https://www.secretservice.gov/press/releases/2006/03/united-states-secret-services-operation-rolling-stone-nets-

multiple-arrests (2023 452 A 22 HEE)

2 FBI Kt (2009 4£9 H 2 A )

https://archives.fbi.gov/archives/news/stories/2009/february/jointhammer 020909 (2023 4£ 2 H 22 A H%)
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WREOF L FA T T O HEEBICED) RV ITHONTIE, LIREITH A
WD 2 & LT, MR R L TR RIL TR ID 2 LIE T 0, #2771,
ERBNR UL FEDOT AU v b, FEO ECHERBEIHAND Z b0 2
L ENn5H%,

REIZHRS NI T EEOFRICE L Tid, BEOBI KOG ORER ., LEMHK
TR L 72D A ERCPCENL 7 4 LYy VB ER TIBEDO T + Ly hO§E (/32
T—R) ZEAGFTHIENTEIUL, EMZDZENAREE &b, EfxRICESE,
FHFTRHIT LI U 4 Ly MCBRSNTZEENE SN DHY,

OS54 AEICERIN:-EEEENEE

FBI 732021 -6 A, 7>V A0 =7 O [DarkSide (¥ —7 %A R) | IZ3Z$hbd
72230 1 RO 5EE 6378y haA ) ZHILL-HF2H 5%, #UL L&k
W, a0 =T N T T U EENC LTI N—T [ X =7 %A ] O ANICxT 2 51K
BOIILNDOIEE E B BID,

DR =T, T TANE RS AICa Y a—F—%y hU—27 7 DarkSide &£\ 9
AHRIOMBRIZ L > TT 7 BAESN, TV Ay = THBOWELZZ TR A 770
—IEAEIE L R FREE R TS ey haf v OEREFEREZIT -T2 L&
FBI (Z#i5 U722 & THEART L,

HEMREICLD & FBlI X FFEOE Y haAf T RLADLDORT 7V EATELHE
PEIZT 7B AT BT DI BEIR /XA T — RIZHY T 5 lprivatekey] EFEEND S D& EF
STEY, By haAf vy ORHEREZEICE Y b aAf v OBl 0%E 2B L, #hiEE
DHEREDIILNNEHZRBNDHH 637 By haAf UBFFEDT FLAIZEEINT-Z L%
BELl-Edwnwo,

GREDOITIZER Y HAFEA TR, T o H A v =7 ROT O & LESBE O H AN %t
LT 572D SN F AT 74— A% @ U CERLZHE L= S5,

2.1.3 EFIMLGWEILIEE R OCRBL & 72 5 EH E

eI 72 B E R (D 72 D DA FVEICHOW T, ERESPHAITHES N TWA SO T
72 BRI W T & 1 EIME A HIET U7 AT - FRE D B BT RITT A AR
L SN D T L THEATAMRE L 72 546 4T

B EIREI T ~DO e T U U TRERICHES <,

MOBEIRBIT~D T U FFERICES < WEEHR OMEDRIEIZ OV T, ARELE 18 itk 3663a

k. 3664 % THUE

45 CKEFNEE IR (2021456 A 7 HF) https://www.justice.gov/opa/pr/department-justice-seizes-23-million-

cryptocurrency-paid-ransomware-extortionists-darkside (2023 4~ 2 H 22 HEIE)

B HEIREIT~DO e T U U TRERICHES <,

4T EIMRELT [The Attorney General's Guidelines for Domestic FBI Operations] (2008 4= 9 H 29 H&4)

V # C. OTHERWISE ILLEGAL ACTIVITY 3. p.33 https://www.justice.gov/archive/opa/docs/guidelines.pdf
(2023 422 A 22 ARE)
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BARP e & L TiE, BT —"~DT 72X (RESN-T—XOME, HE5, &
Eraate, ) KOS ILHE (54 7 %27 ) & LT, FBI B4 EOEHITIERS & A F T,
WM R E 72 Emotet DY — SA~EIERICEEE L, IP 7 RUAZRED E, KENIZH
% —,3 LD Emotet B IR &2 EBHYTHEBASERR L7 Y 7 b U = TICE &2 72 &£ W\ 9 Emotet
DT AT X FHBA 9385,

F7o, FBHIZIE, X5 T HH5%# D PCIZ 1Y) &8, PCOV AT LT 17 7 A L
Wen /A4 Thoy MEREEZTRE L, FBIl OV — NI ET2RY AT L&
DY =N DH L IDH0,

SRR D — R — N EOEM T, BREHICL S N=—FRy FELT
DYATLEHELT IBEVERI EWVWolzbDDEEIZRETH D, 7272 L, £
EAEHRNEZIAENDGEIXIERRLDB LB L 705, 1FNT, FBI 34— N7 U 7]
E b L TR e A MICEHR Lt sbidfE xR v 8 U —2 TANOM] Z v CAT
b= FEEEOEFLNH 5,

ANOM [Z, 2019 N LRMERICEA SN TE 72D TH D, ANOM & HW 7= LR ED
Hfl L LT, ANOM ZA4%R7 5 12,000 LLEDEEF (LT /34 A L) 2,700 TTiED A v &—
NHELNTERE B & 12, EUROPOL 23 E{k & 72 - T TOTF Greenlight/Trojan Shield & I
XD 1E#%E 16 MEICRWTER L7-FEF123 5 5, 700 LI EOFEMAEZITV >, 800 A
PLEZ#FER L7E0, 8 Ul bEoabA v OMINEDOREEZ EiF-Lxnb,

¥, Miga KB D — N2 OWN T, KB GIRA T D BE~OEEITT 508, AL
FRIZEEH S 4L D AN E MRS L35 2 L1370,

214 REIFEREFOEHRUIRHIL & 32 5 EHIE

1) BEREE (0Y) OREER

HEREIEICR W T, BUMFFSBIITEE F¥EE1C 180 AHUNOAFRXIIE B OWNED
FEHEFENTE D EHE L TRY ., FEFIRENTHT T 5N TVD%2, 180 HEULLRE
ENTWDBENEITL, LLTFOHA, 20EUIFIHE I CEREmO ., MAEHE T 7 a
A X —ICHARERTE 5, 7o, WA INDEAIIE, FEFOEMOFELIT-> TV LG

4 EUTOPOL JA# (2021 41 A 27 HfT) https://www.europol.europa.eu/media-
press/newsroom/news/world%e2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action (2023
2 A 22 AME)

49 SKETNEE A (2021451 A 28 HAF) https://www.justice.gov/opa/pr/emotet-botnet-disrupted-international-
cyber-operation (2023 42 H 22 ARH%)

50 Electronic Frontier Foudation ™7 = 7 % ~Ja#% [New FBI Documents Provide Details on Government’s
Surveillance Spyware | (2011 4F 4 A 29 H ) https://www.eff.org/deeplinks/2011/04/new-fbi-documents-show-
depth-government (2023 4£ 2 A 22 HRH%)

5L FBI J~#f (202146 H 8 Af)) https://www.fhi.gov/news/stories/fhi-global-partners-announce-results-of-
operation-trojan-shield-060821; EUROPOL /& ([ H{) https://www.europol.europa.eu/media-
press/newsroom/news/800-criminals-arrested-in-biggest-ever-law-enforcement-operation-against-encrypted-
communication (\\9°#L1% 2023 42 A 22 H %)

52 JE{E PR TESS 2703 Z:(a)(b) https://www.govinfo.gov/content/pkg/USCODE-2010-title18/ntml/USCODE-2010-
title18-partl-chap121.htm (2023 4£ 2 22 A %)

13


https://www.europol.europa.eu/media-press/newsroom/news/world%e2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action
https://www.europol.europa.eu/media-press/newsroom/news/world%e2%80%99s-most-dangerous-malware-emotet-disrupted-through-global-action
https://www.justice.gov/opa/pr/emotet-botnet-disrupted-international-cyber-operation
https://www.justice.gov/opa/pr/emotet-botnet-disrupted-international-cyber-operation
https://www.eff.org/deeplinks/2011/04/new-fbi-documents-show-depth-government
https://www.eff.org/deeplinks/2011/04/new-fbi-documents-show-depth-government
https://www.fbi.gov/news/stories/fbi-global-partners-announce-results-of-operation-trojan-shield-060821
https://www.fbi.gov/news/stories/fbi-global-partners-announce-results-of-operation-trojan-shield-060821
https://www.europol.europa.eu/media-press/newsroom/news/800-criminals-arrested-in-biggest-ever-law-enforcement-operation-against-encrypted-communication
https://www.europol.europa.eu/media-press/newsroom/news/800-criminals-arrested-in-biggest-ever-law-enforcement-operation-against-encrypted-communication
https://www.europol.europa.eu/media-press/newsroom/news/800-criminals-arrested-in-biggest-ever-law-enforcement-operation-against-encrypted-communication
https://www.govinfo.gov/content/pkg/USCODE-2010-title18/html/USCODE-2010-title18-partI-chap121.htm
https://www.govinfo.gov/content/pkg/USCODE-2010-title18/html/USCODE-2010-title18-partI-chap121.htm

L - TER D,

O BUFHERES IR Z G L7285
@ EA - KRR - BeHOAMIRIC X o THFA SN TATBRLIR 2 L= 56
@  HHpran s & UG Lz e

Fo, EBREY —EAREBERQHY — 2D T v Z—iF BUFEE O BRIZIE
DL EHFATFITIEC D720, PRI ORFIZLE R H b DHE 25 L 5 %%
B %, ekORFHIRIT 0 B (FEERN ST 90 HIERTHE) %,

BOFHERS 1%, A lfE Y — B ARERIERAEY — A DT A, L —Tx L, LF 2=
RTE D,

O FERUTOSRESGT-GE, ETEBEVATAMREIN TS 180 HUANOH
- EBEEONE

© EEERHIPTNIE LR E /TG E . Bl 52 IS L7256 308 SUIRI
DRIFE Z S HE %3, OB UIFIAE T 25802 Do EHR BIENEE
EE )

Flo, FELETEORMFET T EETEEABRLCMAEERZFHTRT5Z &b AlET
&)6540

2 BE~DHRNEH

WEREIES 2703 £(NICBW T, FHEFILHLREDOT-D0H 5 L HE % i# U 5 %K
DBUE ST TWDIED, ARENEME 18 fRef 119 5 2522 LI\ T, BT~
KEHRHEDHAE SN TN DS,

7272 Uy ISR HECRIMRE 2L DT A 7 X0 U ~OH IO T, REFEEE IZ 2N
W NFRFITIR SN TR, MBI F R TR LT ) kA 5 2 LI ATRETS
2, RIS D Z LIITERY, AT LHFEADNY 7 RT7 ORBIZHONT S, KEHB AT
BETHDLIN, HLE LT (RNy 7 RT7250H7) abt—52BETH I8 E2HANZNE X
Nb, 28, BESORGE TS ~DOE BB R 2 FERICAT 5 72D, BT S0 Mg b
72 %58,

AR b DI REFTE TS U ia . FIHEE~OBAIIARE L HE I TN DY,

YA NPT A N—ZEH O BB T DL, BX 2V T BEEES 200 &
T HRMBENENTHZ LI/ 5, FBl LHEZTEZHEODT20DRRMBEH(LEL 2D Z L0

5 JEIEREIES 2703 ()

S OBIEIRETESR 2703 Z&(a)(b)(c). 5 2702 2%

5 AR[ETEIE 18 WA 119 FH5 2522 5%
https://uscode.house.gov/view.xhtml?path=/prelim@title18/partl/chapter119&edition=prelim (2023 =2 H 22 H
il %)

S HHMETR N n BT KEEA~DOE T U U IRERICE S,

ST BSIREIESE 2703 Z&(b)(c)
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5, A N—HECEOTITHAKE & REFEE LOBER a7 v a v lihd L
FEABND%,

B) VA N—FEERERDOLMHEEFADRERT

INA T UKL 2022 4E 3 A EHE A > 7 T DD O A 3 —F L@ RIE (Cyber Incident
Reportlng for Critical Infrastructure Act of 2022 (CIRCIA)) 1254 L, HIRERZH L 725 8, Zih
Iz & ﬁ%%%%&ﬁ%%ﬁ EANFECTEERA 7 72 ETITERTLHIZ, T
03/7 2B FLYANRN—X2T 1 - A2 T7T7EFx=2YT 17 (Cybersecurity &
Infrastructure SecurltyAgency (B&#5 : CISA) | EHZRMREE BT 2 BUMER) ~Dimik
TR S 728 62,

® STHBLRAYAN—BEBEZ - EFMITE U S5 72 BEELLN
0 T UYWAY TREESZITHREE IS T85O 24 FEI LN

k. T A N—FE L, BHAT A LOEREZIIEBR AT LAZFOLDOE | 75
Lo T2 MG 72 < E B BEMICARICI LT LI RFROZ L 2T L a3 5%,

215 A N—EEITETH5NEERICET 5FRFEH

~A a7 MR, T2t IR LTERDOE A A — /L% FBI 22 HafkIZ I
DSEHEDE A —NEFRTH L9 2013 FITmU b Licxt L, EIMNIRET DI
FIEWENT D2 LT TERNE LTHROBVIE L 2RO G- IR (E: k7 7
v RIESIERD 03 H D, ==a—3— 7N & 2014 27 A, ~A(4 7 m Y
7 MEOEEREEZRIT N, RN EZEF LI E 2 A, 5 2 K K PEREC AT IR E RO 3
REFRDTZ, UKL, TANT v REBUFIEREEZ XFFT 57 I A7 UV B RLE GRA
DYEFEFETRVE =FNEHT H2ERAMEE) 2R L MEO T 74 Ry —%F5 & L
DEEE L75,

E, HHENXZFO®%K T 77 FIEHIEICE D BHOLE.R /2 2ol & LTREE LT

8B ap T KEFFE~OLT Y UTFERICESL,

9 KEEA Y = 7 A b hitps://www.congress.gov/bill/117th-congress/house-bill/5440;
https://www.congress.qov/117/bills/hr5440/BILLS-117hr5440ih.pdf (2023 4F2 A 22 HRH'E)

80 EH A 2T TDIDDOY A N—F L@ hitps://www.congress.gov/bill/117th-congress/senate-

bill/2875/text (2023 42 A 22 H %)

61 CISA 7 = 7 %1 | https://www.cisa.gov/circia; [Sharing Cyber Event Information Fact Sheet] (2022 4 4

H/AFR) https://www.cisa.gov/sites/default/files/publications/CIRCIA 07.21.2022 Factsheet FINAL 508%20c.pdf
(W s 2023 45 2 H 22 ARE)

2 BEHEA 7 T DIdDOY A N—FGWEILE 2232 5

8 HIA 27T DDA N—HERBIESF 2240 5(6)

64 35 2 KB XEFRPERRECHIFT 2016 4= 7 A 14 BHIPE (United States v. Microsoft Corp., 829 F.3d 197 (2nd Cir.

2018))  https://www.justice.gov/archives/opa/blog-entry/file/937006/download (2023 4= 2 A 22 H %)

8 <27 nua Y7 MNMba# TGovernment of Ireland, European MEP file amicus briefs in New York privacy case |
(2014 #F 12 A 23 Bf}) https://blogs.microsoft.com/on-the-issues/2014/12/23/government-ireland-european-mep-

file-amicus-briefs-new-york-privacy-case/ (2023 4= 2 A 22 HE'E)
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1/\6660
FREFHILIA Tl 2018 FEITK 7 T U RIEDRANL L7 Z Lot L, KEHA B A=
(American Civil Liberties Union, ACLU) %, LGBTQY MHEFIRCEAIH A, B FEnT-
WIZF > TWD 7 a— L RIEE R OE R A2 KERENBUFICBERT L2722 &ickh
X, TNODOEBFICENLSAREERSH D E LT OEEFEH L TN 5%,

86 United States v. Microsoft Corp., 138 S. Ct. 1186 (2018)

MR (B2 v aT A=A VT 1) ZRTEHE, LAET - (Lesbian, [FIME % ARECMEEE OxE4:
LI 5kt) . A (Gay., RIMEAABERLHEOMNRET L) | A&7 27/ (Bisexual, [FPES
BB BEOMEZOMRETHAN) O 3 SOMNIERE, N7 A Yz & — (Transgender,  (HARFD
FELOVELITELRZMEAREATDIAN) EWOPEHFR. KO = 2AF a3 =7 F 721X + 7 (Questioning
/ Queer, PEMIIEM - EHFENEE HRWVA) ZHET

SEICE : NN T8 5 IREB LIRS M ARG H HIEMH] (B 2 4 12 A 25 HEERE)
https://www.gender.go.jp/about_danjo/basic_plans/5th/pdfiyougo.pdf; #FEFEEFIEEIEN R LA v R—7F
A4 K7 =7 | https://tokyorainbowpride.org/learn/Igbtg/ (V941 % 2023 452 A 24 HE'E)

8 ACLU 53 [The Cloud Act Is a Dangerous Piece of Legislation] (2018 4% 3 H 13 Hf)
https://www.aclu.org/blog/privacy-technology/internet-privacy/cloud-act-dangerous-piece-legislation (2023 4F 2 H
22 A%
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224 X1 R
221 A N—ZROBEIZLT B = DIAF

D) HAN—FXEDERE - HREHES 2HEREFOMRE - XEHE

EFAIEHET (National Crime Agency (NCA)) W E K72 H A AN—JLIED#AE Z A& LT
W50, NCA IZRRTE S L2 EZ A /N—41Jk= = K (National Cyber Crime Unit (NCCU))
z)x A N—JUSRHEAE 2 HFET 5, NCA 2EOIREHITA) 5,900 4 (2022 K H) “Th

%, 2023 2 HBI/ED NCA FHAKE] (#85) 7&K 112387,

Fo, HFEEL R OMFELERC L0 BN SR 9E= =~ & (Regional Organised
Crime Units (ROCUs)) 23, PrE RO YA N—FUIREE LT > TN DT,

NCARE

1 1 1
_ By TAINED
HTHPIR “EE- >
Sarmne #iriE
EREHID SARS . T
warim | | mmmns | | mmwes | (SREFEW | SR5SL | | mmems | | aamns | | seses | | 7o
IR PR
T T T I_ T T I T [ —
. _ 212k [E _ _ el
wsasns 0 GRAS |0 MERE | eeosR| |mes—s| WGREER |mmmmes Hwemars o 7o) || Aswmes
Py [EEEEE | =
ER7 -5
HSTvanT|H EEEE H L5 2 T | H
maris ||| # W A9 15—
, . =) REENES exp
o mmRE | s H P ST | W e
s “aRnE BIEFIE BFTR
(A& 027 |
75497 || 2074 g L # o
H e | aEriR M sErR Elr B
| sizpes |
U mmsmimeas H s

1 NCA #B#E (88E8)
(WPT) NCAY =7 %A FEDxh - 7T—LT A VUH—F7 A VEREHIER

O AFXYR (L= T IVTUROITANT FEEER) X, /7T, Vo— X, Aay b
FUR,ATANT Y RO AN SR IND, 17T REO Y =2—L X 2ay hF U R, LT
ANT o RTERREPR R D, RERITIEA 770 RO ==V X E ER5RE LTS,

0 EFIIREXEIT T = 7 YA b https://www.nationalcrimeagency.gov.uk/what-we-do/how-we-
work/investigating-and-disrupting-the-highest-risk-serious-and-organised-criminals (2023 42 H 22 H[H%)

" EFAIERFT [ Annual Report and Accounts 2021- 2022 (2022 4E%61T)
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/606-national-crime-agency-annual-report-2021-
2022/file (2023 42 H 22 ARI%)

2 [EHFAFER TV = 71 b hitps://www.nationalcrimeagency.gov.uk/who-we-are/our-leadership (2023 4 2
H 22 A )

B EFIIREXREIT T = 7 YA b https://lwww.nationalcrimeagency.gov.uk/what-we-do/how-we-
work/investigating-and-disrupting-the-highest-risk-serious-and-organised-criminals; HMICFRS 7 = 7 ¥4 |
https://www.justiceinspectorates.gov.uk/hmicfrs/publication-html/regional-organised-crime-units-effectiveness/ (1>
FThb 202342 A 22 ARE)
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https://www.nationalcrimeagency.gov.uk/what-we-do/how-we-work/investigating-and-disrupting-the-highest-risk-serious-and-organised-criminals
https://www.nationalcrimeagency.gov.uk/what-we-do/how-we-work/investigating-and-disrupting-the-highest-risk-serious-and-organised-criminals
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/606-national-crime-agency-annual-report-2021-2022/file
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/606-national-crime-agency-annual-report-2021-2022/file
https://www.nationalcrimeagency.gov.uk/who-we-are/our-leadership
https://www.nationalcrimeagency.gov.uk/what-we-do/how-we-work/investigating-and-disrupting-the-highest-risk-serious-and-organised-criminals
https://www.nationalcrimeagency.gov.uk/what-we-do/how-we-work/investigating-and-disrupting-the-highest-risk-serious-and-organised-criminals
https://www.justiceinspectorates.gov.uk/hmicfrs/publication-html/regional-organised-crime-units-effectiveness/

@ HAN—tXa) T« HHRERE LIRS NHIHEIE DK

ERF@{EAHS (Government Communications Headquarters (GCHQ)) DA FIZFRE STV
LHEZFEY A R—%F =2 U7 r—%& > %— (National Cyber Security Centre (NCSC)) 73, 1 /X
—tX a2 VT 4 ICBT AR A M L T\ %, NCSC X, LIFT GCHQ OfE#HE ¥ =V
T 1 EF T o T EF G R  (The UK government’s National Technical Authority for
Information Assurance GEFFR : CESG) ) <°, HA =7 1R X h& % — (Centre for Cyber
Assessment) | o> B o — & B AxtiS T — A (CERT-UK) | [HZF A v 7 J{&i#+ o % — (Centre
for Protection of National Infrastructure) D FEFIZ A2 LD T TV D7,

Q@ TTRAILITF LTy UK

NCARNIZT VN T H LYy 7 M e DMEDNERE L TWD, 72 NCA IE, #IlL
%%@7jvyﬁy7@k@r%%$¥%&%ﬁ%ﬁﬁbfwéo

7272 L. NCA TIZHIHIFHI O F#gr O3 D 72D DEIFAVIEE TR Y 238% %, NCA X
ﬂ%ﬁ%%%tlkﬁéiﬂ“FE@Eﬂﬂ%o7‘:@7E. 2. NCA IBITH A EEZIZ L HT VXNV T F
LYy I OREREMND Z &0 5,

HWFEETITONTWDET VAN T LYy 7 OXBICEL UL, 7410V /i
e+ v b U —2 (Forensic Capability Network (FCN)) 237> T\ %7, FCN [%, 2FEZEAR
DBEp #2> (National Police Chiefs' Council (NPCC)) 74 L > Vv 27 R— 74+ U A DAET

IHY ., NEENLLEESRMEZIT WD,

222 EY - NRNCEREFERVIRILE 4 5 EHE

(1) =fEH DY —/\FICFIET LD ILE

1) ISP [CX T SIEREWATKREDA VT4 UikE

2020 “EJHI# F#c Al (The Criminal Procedure Rules 2020) 8|25 & . Sik&ED A4 7 4
VIEENARETH B,

728, HEFRAHAIZE S (Criminal Procedure Rules Committee) & ONE]#E4 (Ministry of
Justice) 3 IRFED HIGE 7 4 — L&) T D | 1984 4L - JIFFEHLL (Police and Criminal
Evidence Act1984) %D OVEH D, —HOZEITE L THASROE FHFEN AIEETH
}:)790

7 NCSC w7 =7 %1 I https://www.ncsc.gov.uk/information/about-the-ncsc (2023 4E 2 A 22 H[#%E)

5 HMICFRS 7 = 7% A |k https://www.justiceinspectorates.gov.uk/hmicfrs/publication-html/inspection-of-

national-crime-agencys-crime-reduction-function/ (2023 4= 2 H 22 H¥'&)

® FCN 7 =7 %1 b https://www.fcn.police.uk/who-we-are (2023 452 A 22 HIH'E)

" FCN 7 = 74 b https://www.fcn.police.uk/about-us/our-governance. https://www.fcn.police.uk/who-we-are
(W F 4 2023 4 2 H 22 AR

8 2020 4EJFI = Ffe AN https://www.legislation.gov.uk/uksi/2020/759/contents/made (2023 4F 2 H 22 HEIE)

" PEBN Y = 7 A b hitps://www.gov.uk/quidance/criminal-procedure-rules-forms (2023 4E 2 H 22 H[#

%)
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https://www.ncsc.gov.uk/information/about-the-ncsc
https://www.justiceinspectorates.gov.uk/hmicfrs/publication-html/inspection-of-national-crime-agencys-crime-reduction-function/
https://www.justiceinspectorates.gov.uk/hmicfrs/publication-html/inspection-of-national-crime-agencys-crime-reduction-function/
https://www.fcn.police.uk/who-we-are
https://www.fcn.police.uk/about-us/our-governance
https://www.fcn.police.uk/who-we-are
https://www.fcn.police.uk/who-we-are
https://www.legislation.gov.uk/uksi/2020/759/contents/made
https://www.gov.uk/guidance/criminal-procedure-rules-forms

2) BHD ISP 1T S EEOBERREBEFRVEET —2DF 054 V2 (ZOROE
SLHEDFIE)

2019 #L3E (EFh 7 —Z fEiam4y) ¥ (Crime (Overseas Production Orders) Act 2019) (2 J&
SERESNTEBRBAWHED S & —EDFRMENG T2 STV DGEI, [EHREILERE )
ARETH 58, TN LS DOBA I, EHE ISP ICEGFET 5 0 TIdZa < FFLBEA (MLAT)
IZEDEHFEEO Y /IZEET 58,

¥, LFRo HEESNZEERWB IWME] [SS T 5, K7 T 0 MIEIZED KEATE
ES21E, 2022 410 A 3 HIZHERh L7128,

3) ENEXRENREY HBHNEY —/ D L DIFHRIRMESR

2016 “EFHAHMENR YL (Investigatory Powers Act 2016) _Eid, JRHIE L CENED Y—IC
BT 2 EENBE SN TN D,

@) YA N—EH L OBEES

1994 4EfFiR 2215 (Intelligence Services Act 1994) 84233\ C, E[EFABAE SRS (Secret
Intelligence Service (SIS)) & Y GCHQ 1T X ATEENZ DWW THIE STV 5, [RVES 3 5 Ti.
BERILFEO T - HEHEOBHIO L & | BT EOKERE, B HaE) D O HIN
HLEEITH LN, GCHQ O&EIE LTHES TV A,

F 72, 2016 EFHEAMEMRIES T, Part2 (85 15~60 25) @ N5 OAENEZ ) 128\ T,
SIRICES L B - A, BENFEZICBET 22 OMOFEEZOWTHEINTWD, 5§
15 Ri2iE, 5% - BEODIHITINL B E LT, £ 8ICH#HT 2L 3FEHON
RKRHDZENDRINTWND,

80 2019 4EJ05E (EAF —Z #HAr4) 1% https://www.legislation.gov.uk/ukpga/2019/5/contents/2019-02-12
(2023 42 H 22 ARET)
8L NBE Y =7 A b https://www.gov.uk/guidance/mutual-legal-assistance-mla-requests (2023 4 2 H 22 H[#
)
8 WE B A E TUK and US sign landmark data access agreement| (2019 4F 10 H £f)
https://www.gov.uk/government/news/uk-and-us-sign-landmark-data-access-agreement
(2023 42 H 22 AR)
8 KEFVEY A Landmark U.S.-UK Data Access Agreement Enters into Force] (2022 4F 10 A f+})
https://www.justice.gov/opa/pr/landmark-us-uk-data-access-agreement-enters-force (2023 4F 2 H 22 H %)
8 1994 4EAF IR 2215 hitps://www. legislation.gov.uk/ukpga/1994/13/contents (2023 45 2 H 22 ARE)
8 2016 4EFHAHEFRTE https://www.legislation.gov.uk/ukpga/2016/25/contents (2023 4F 2 H 22 ARIE)
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X8 B -HEDEOIZRITINLIFTROER

SERINDY ] FERNE
RER RISk (Targeted ﬁﬁ@i LBV AT ACBWCHEESZZ21T) 2 & %%
interception warrants) PR DR
FER R A SR (Targeted | 55 152 25(4) (BEERE R IZH T 2 AN OB(E ORFEEELL) |
examination warrants) K4 2T, BEd2@Ea 07 o VIiek LT, @IREICE
ST DT EERBODLHIR
Bk (Mutual assistance | L FOSMFED 5 BH—2LL EICEY T 25512 ITSND D
warrants) b/N
ik =SSOl }EEO< R ICBT H 1B EERE
LINZRIT 2 FHFICEK S KENAOY /I3 564
= foﬁéﬁ%ﬁﬁ@i’%f
- S SN dE R OB

2016 ‘EFHAMEIRIEDIT 444 (Code of Practice) 88121, [RVEICHE S BEEZ 421755
BOFHEFITEHTLHA 5"“/Xi)>/Téﬁ“LTb\’é

EREo RIS @EFHZIL. A/ﬁEE’J?‘ﬁﬁ?EZ& LTROLATEY, BT AKHIC
Hl> TYHHETIEIC LV AT LR OGHLEE TR b b,

¥, H19KICL D EaRIE. BRADY %[S?é“ FEZ B OKREZST- ETHBKRE
DIITT D,

() ZEDIFH DIEEF %

2000 “EFRAHEFR M7 (Regulation of Investigatory Powers Act 2000) 87 Part 1l %52 3%
., AREG HEEITO) ZENAEETH D, 72k, 2000 FIRAAMERMAHNEICIES RES
B, A TA v ETHLINE I 0 ERDT., FFEOBMRMEZ E U CEHR-CHER o5k
EATHZEHERAMNELIELDOTH DS,

2013 FFRAAHMERRBLA] (B O NFITESRIR - BhE S #JE)  (The Regulation of Investigatory
Powers (Covert Human Intelligence Sources: Relevant Sources) Order 2013) 8%, i35 /34
DRI E 72 2 BRI TH D, £, 2021 FNEANRIIEHRIE GLIE1T%) 1% (Covert Human
Intelligence Sources (Criminal Conduct) Act 2021) 9\ &k % &, EFRZEMEESC, LIROB L -
fekn, R RBOIEFOHRNDO S &, —EDORMEZMT- LICHEIC, #FFi 2% - 1

8 2016 FEFEMENRTE (BELFZ  1T/RRH)
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1123773/revised_|
nterception_of Communications Code of Practice Dec 2022.pdf (2023 4F2 H 22 H %)

87 2000 4EFHAAMEFR IR https://www. legislation.gov.uk/ukpga/2000/23/contents/enacted (2023 4£ 2 H 22 H
o)

8 R—Y~2AGhi b ~DEe T U IR,

8 2013 FFHAMERRIR (W D AR IR « BEE i HiR)
https://www.legislation.gov.uk/uksi/2013/2788/contents/made (2023 4F 2 H 22 HEI%)

90 2021 £ ANBVIEHRIE (JUIRITA) 75 https://www.legislation.gov.uk/ukpga/2021/4/contents/enacted (2023
2 A 22 AME)

20


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1123773/revised_Interception_of_Communications_Code_of_Practice_Dec_2022.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1123773/revised_Interception_of_Communications_Code_of_Practice_Dec_2022.pdf
https://www.legislation.gov.uk/ukpga/2000/23/contents/enacted
https://www.legislation.gov.uk/uksi/2013/2788/contents/made
https://www.legislation.gov.uk/ukpga/2021/4/contents/enacted

THEEE P HEZITH 2 EBNFRETH D,

FRWIFNOES S, VA N—FHEZE GO LRSI T ARSI LT
FICRET LD TH D,

Ny XU TICONTE, BRNGESOME TN L D & 2016 FIRAMERIESICIW TR
5 MR T — 2 RXZ OMIFEROTGF L V) BRIORIZBWTRD LN TE Y | IEHITHERIC
LD EDMD Ny F 2 7T LT, 1997 E520E (Police Act1997) 2 Part 11l (FF7EIC
B9 DAT AR DHER) (CHES & ERTTRE L OFE N B 5, 7277 L., HERE TR D IEROFE
FAIZBNTE, SRICESZHE LD ZENTELHINM R FEEZREET 2HET <, &
E OESITHEBE AR A IR Y — /W L THIZ L A EERB A SN T RN E &b,

Fo. WREHEOFEN 21T, ERKLOHIFNCESXIThh 5%, MPEOINIT 2002 450
SRINAEE  (Proceeds of Crime Act 2002) %48 S-S X A[RETH 5, 7235, 2023 4F 2 HEIE,
TR AR M O3B IAPEEZE (Economic Crime and Corporate Transparency Bill) %232 H &
THEY, FERICIRESEEOIINECETIHELEENL TN D,

ZI O O TFIETHE DN HICFEILEE NGO BV H MBI L CTid, 1984 AREEE% -
JHEEREWEIZ LS & | BRSO NEE 21 2 CHIBr S 5%,

54 BESEEORNEER

~F—nrZ U BT SRSl E O FRITREEN CTEEER SN TR,
2021 AElcu v RUVERITIE~ 31— v F U U 7T 2 MEO BT, K5 mEDOIL
FEEIIToTWD EINDY,

HWEIZ L D &, 2021 26 HiZiE, FTORFILIEE %K (Economic Crime Command) @
HEEN~F—aZ) T ORNTI MO K Z# ML, B~ —ar 2 7
(2B 24 128,000 TR RSO FEEL = R CTHIL L7, ZHUdA ¥ U R
BT O @EEOMNEE L L CURRR LR m ThH Y RIS R KO HIEED —
DL EN5,

FFICBW T Y FYETITORIEEIX, 7YXV T Ty b7+ —L03E L T
Ll bz, BEEEEE M- TEEYS 2T HMMILIEE X T D SRR L TV 5%,

o kINFES WA EE [Legal Frameworks for Hacking by Law Enforcement: Identification, Evaluation and
Comparison of Practices] (2017 4= 3 H %§17)
https://www.europarl.europa.eu/RegData/etudes/STUD/2017/583137/IPOL_STU(2017)583137 EN.pdf (2023 4 2
H 22 ARE)

92 1997 44 %21k hitps://www.legislation.gov.uk/ukpga/1997/50/contents (2023 4% 2 J] 22 FH )

B R—Yw AR O~DOE T Y o IERIZESL,

94 2002 4EA0IRINZS % https://www.legislation.gov.uk/ukpga/2002/29/contents (2023 4F 2 A 22 HR%E)

% IXFALIE M O 2B VA SR hitps://bills.parliament.uk/publications/49554/documents/2831 (2023 4£ 2 A 22
H %)

% K=Y~ ZASGhHIi L ~DE T U IR,

% w4 ¥ —{E50E [British police seize record $408 million haul of cryptocurrency] (2021 457 A 13 HAY)
https://www.reuters.com/world/uk/british-police-seize-250-million-cryptocurrency-2021-07-13/ (2023 42 H 22 H
35

9% BBC Jikit 8 ['Met Police seize record £180m of cryptocurrency in London) (2021 4= 7 H 13 H£})
https://www.bbc.com/news/uk-england-london-57816644 (2023 4= 2 H 22 HE'E)
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2.2.3 EHIMLGEWEILIEE R OCRBL & 73 5 EH E

[EF Y1 N—#EBB% (National Cyber Force (NCF)) 1%, GCHQ. [EBL%& . SIS, [ERIRMEHk
FRGEAT DIk B 2 5 TR Sdv, EBUTHERE & S L7 DS O BUBHY e A N —1E# 24T
ST %, NCF OIEE)ORMLES T 1994 FIF MR 15, 2000 EFRAHERRAELHITE, 2016 4
THEHERIESE TH 0 9 100 YL FHHE O 72 D DM 2B I1X, S D OESE IS
1Tl b,

¥, HETITEFEE 4 OV A N—{EEOFEME P T Lignas, TEFRY A S—t%
= U 7 ¢ ¥&l% 2022 (National Cyber Strategy 2022) | 04z X % &, NCF OIEENIZLL TS
FNTWD,

o I N—TIZLDBAFLTA LT Ty N7 — L —ERAOFMAEYETDH L
T, BRI N—T DR E HIF VWK ST D

o HEMNYIANR—KEDOLDIZHNDA V7 T 2WESTH LT, FEEEEZ AN
—WENESED

F 7o, REOEBITHEIS I X 2 0EHIB 2 & o H F6 & U<, AR ORKINGES O
IR, EBEEFOBE~ORAZAHL LT, GCHQ Ny F o 7DD~V =T
ERE LI EBRHERSIN TS EDFEHNH D, £72 NCSC 1L, 747X T D—B L
LT, 74y A bovy = 7THEOEIBRE FhE LT 5192 fthE L L GEEZR
VPN DT A 7 X0 a3 L5 b ., SRS T\ 5,

AR DY — D= =Ry REEL L TOEAe, Y — S0 EMAICE LT
X, FIAZEEILT 2 X9 2R E OB E 7210108,

9 H[E BT AE [Permanent location of National Cyber Force campus announced ] (2021 4 10 H £f)

https://www.gov.uk/government/news/permanent-location-of-national-cyber-force-campus-announced (2023 4F 2

H 22 AHE)

100 [F 524 1 N—# % [NATIONAL CYBER FORCE EXPLAINER]

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1041113/Force Ex

plainer_20211213 FINAL__1_.pdf (2023 42 A 22 HEH%)

101 TEZEVA N—tF= U T ¢ 8l 2022 https://www.gov.uk/government/publications/national-cyber-

strategy-2022/national-cyber-security-strategy-2022

02 FFYANN—kF2 T —8F—T =7 %A | https://www.ncsc.gov.uk/information/takedown-service
(2023 42 H 22 ART)

108 R—=Y < AR O~OE T U U TRERIZHES L,
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a5 L WPNDTA49 %>, EncroChat ~DEA

2021 4F 6 A AT v X HEFEE T E T 7z DoubleVPN O 7 A 7 %7 2 Cid, NCA
NIEM D ) — K (iR A N 24774020, £2RVPNEHE TRy hU—2
~OIFGIERIRT 7B A2 Z T -2 HORERELFE LTz, [FFRITOVT NCA H#H2Y
Fix, DERICFIHEND Z0OFEDO Y — v 22515 EHITHEEINC X 2910 TOEEEN
ITENCTH D LR L7104,

[EDNTH . NCA & ROCUs, #5578 2020 4E12, #i[E & o##ED ¥ & T EncroChat (2
RALT, 2—HFOLYIRY ZEHRLFEFET D &9 [Venetic {Fik] Z#1T-7-, NCAIZ
2L, ZOFERITREICB T D RHEOIERO P TH KR OR S BERH O TH 510,

224 REIEREFOEH R ORI & 12 5 EHIE

1) BEERE (0Y) OREZEH

2016 “EFHAEMENRYE Part 4 TS Xx . —EOSMO L &, BEFEEICH L CEET—
AEHERRDPARETLLIORDLZENTRETH S,

(2) BE~ADBHEHE

I S DfEFRIT. 2000 EFHAHERRBIHIE Part N ICHES X EHEWRETH VD . EHITS L
RV AIEETIRIN S B,
Q@) A N—FBEFEBOLAMEEZEADRESRT

2018 4= NIS #iHI (The Network and Information Systems Regulations 2018) 1%z T, —
FNF— B T VENA T TEOERY R 2 R T 5 REEFITH L, bR
HEZLTEOTHERIBET O THRERSZR L TWD, 2k, [FHAILEDRBRF M HAE
HEDHOHNTEY, v 2 —Y N —E X7 1,31 % (Managed Service Providers) 077 xf 54 E4
W5 2 L0, MEEBOMBLENYIERITE Y AT TV H08,

4) BHRATRICEAT 2FAEE~DBINZETS

2018 £ — & {275 (Data Protection Act 2018) Part 3 (&5 29~81 5%)  [VEBUTHERI DAL
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